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FULTON COUNTY SUBJECT: Information Technology Response to the Audit Report

Phase 11

[ would like to extend my appreciation for the opportunity to review and respond to the
Department of Information Technology (DolT) Final Audit Report Phase Il of March 27, 2015.
I am committed to investigating and, where appropriate, addressing any issues related to the
audit findings. My vision for the Department of Information Technology includes only the
highest ethical standards to serve as the foundation for business going forward.

Since January of this year, I have put new procedures and processes in place to address many of
the audit concerns and I plan to continue focusing on improving in all areas. Moreover, | have
been working closely with the County Manager's Office and the Department of Purchasing to
seek a comprehensive IT assessment to ensure the best possible direction for the Department in
the future.

It is my intention to rebuild the Department of Information Technology on a foundation of
transparency, ethics, and wise business decisions.

Attachment: DolT Written Response dated May 8, 2015
Cc: Richard “Dick” Anderson, County Manager
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Response to DolIT Final Audit Report-Phase II Quick Summary

Finding 1 — Lack of Communication between DolT and User Departments

Implementation of the new Land Records Document Management system was discussed
repeatedly between 2011 and 2013 with the previous County Managers, previous DolT senior
management staff, and the Clerk of Superior Court (CoSC). There has been disagreement from
the beginning regarding the technology platform that would be used to meet the County’s IT
standards for infrastructure. The current DolT senior management team met with CoSC and
resolved this disagreement. Moreover, throughout the Cityworks Permitting Implementation
Project, DoIT provided appropriate project management services including a series of testing
sessions, documented testing results, detailed configuration change requests, configuration
review sessions, and necessary training sessions. DolT will conduct quarterly review meetings
with the departments involved to identify current technical issues, service levels, and future
plans to deliver more efficient and effective services.

Finding 2 — Overbilling for Professional Services

As previously noted in DolT’s response to initial audit findings concerning Professional
Services contracts, we viewed the two Professional Services contracts in question as managed
services rather than staff augmentation. Working hours of contractors may have not been fully
accounted for, but the expected services were provided to ensure stability of all major systems.
DolT agrees that it did pay Professional Services vendors before all the services were rendered.
While DolT is waiting on independent IT assessment and the best direction for the future, Dol T
currently has procured four (4) individual contractors as staff augmentation. DolT has
implemented new procedures to ensure compliance with the terms of any new contracts for staff
augmentation and has attended Contract Administration training to ensure adherence to contract
guidelines, rules, and protocols in the future.

Finding 3 — Failure to Comply With the Enterprise Agreement

Upon discovery, DolT has been working with Microsoft closely since October of 2014 to
comply with the Enterprise License Agreement. All computers, including public facing systems,
have been inventoried and trued-up as of February of 2014. DolT’s commitment to resolving
the outstanding compliance issue with Microsoft Windows Server licensing by engaging in a
Software Asset Management engagement has brought the County one step closer for complete
compliance of all Microsoft software throughout the enterprise. On May 7, 2015, DolT met
with Microsoft to review and identify compliance requirements. Payment options have been
identified and this item will be presented to the Fulton County Board Commissioners in the June
3, 2015 BOC Meeting. In the future, DolT will continue running regular network audits and
utilize the in-depth understanding of the new Microsoft software licensing model gained in
through this process to ensure compliance with the Enterprise Agreement.
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Finding 4 — Deficient Management of the County’s Technical Assets

This finding and recommendation requires county-wide policy and procedure changes.
Archibus software was purchased to be the County’s centralized asset management system.
Policies and Procedure Manual 400-14 [Appendix 5] states that it is the responsibility of each
department to be accountable for personal property and fixed assets. Although DolT has
inventory control of all technology assets internally, it will work with departments and the
County Manager’s Office to develop new practices and protocols for periodic inventory of
hardware and software assets. Moreover, DolT is investigating several new software products
and strategies related to technical asset tracking and security.

Finding 5 — Payments for Support of Expired Licensing

DolT agrees that a miscommunication occurred internally with the previous senior management.
DolIT implemented a new process to review all IT software products to ensure its use and
necessity. DolT is currently working with the vendor in question to test new products and
determine the plan to rectify the previous expenditure.

Finding 6 — Possible Circumvention of the Procurement Process

This finding is related to two different SecureFusion products purchased by DolT at different
times. These products are part of SecureFusion Suite that has multiple product lines. Separate
Request for Quotes (RFQ) were bid competitively with different contract period terms. DolT
will review this with the Department of Purchasing to ensure all Purchasing regulations and

guidelines are followed.

Finding 7 — Potential Vendor Steering/Cost Savings Management

Current DolT management cannot respond to what previous CIO may or may not have said
back in 2003. Although a specific direction may have been given to Asentinel, this previous
CIO resigned from the County in 2007 and it is DoIT’s opinion that the directive was no longer
effective. Multiple competitive solicitations were created for several years and Asentinel was
never precluded from responding. DolT will evaluate the Asentinel product as the best solution
for Electronic Data Interchange (EDI) and explore other products to ensure the best possible
cost is obtained.

Audit Concern 1 — Retaliation Complaints

The job duties and assigned staff for the subject employee mentioned in this Concern were
changed to align critical business initiatives with her recognized skills and strengths so as to
ensure both her and the Department’s success. No changes were made to her position title,
compensation, or work location. Subject employee has not made any formal complaints or taken
further actions. However, DolT does not tolerate any form of retaliation so it will fully
cooperate with the appropriate entity within the County to review the case and make sure that the
job duty change was not a result of retaliation.
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Finding 1 — Lack of Communication between DolT and User Departments

The mission of the DolT is to deliver secure, innovative, reliable technology services and
solutions, and to provide guidance and oversight that lead to sound decisions for Fulton County
Government. During our review, we noted poor communication by the DolT while working with
other County departments. Lack of proper program management appears to have led to poor
communication between the DolT and user departments. This failure to communicate resulted in
the following:

* [In May, 2011, the Clerk of Superior Court sought to procure digital scanning of real
estate, civil, criminal and financial records that the Clerk's Office is required to
microfilm and maintain for permanent retention per State law. The DolT management
proposed that the Clerk’s Olffice purchase additional memory prior to submission for
consideration for approval by the Board of Commissioners. However, other members of
DolT management indicated the additional memory was not necessary. Due to lack of
communication between the DolT management, conflicts regarding the necessity of the
memory, and the need to keep records independent per state law requirements, the
Clerk’s Office appealed to the County Manager's Olffice to procure the services without
the additional memory.

* In May, 2013, the Office of Planning and Community Development sought to implement
Cityworks, a program that manages infrastructure capital assets, for its permit and work
order project. The DolT was assigned to oversee the implementation of this project. Due
to inadequate project management, the Planning and Community Services Department
has waited for more than two years for the implementation of this software designed to
provide basic processing of Fulton County construction permits and inspections. The
extensive delay in implementation of this sofiware has hindered the efficiency and
effectiveness of services being rendered to County constituents.

By not properly communicating, proper guidance and oversight was not afforded to the
departments as expected based on their mission.

Recommendation

The DolT should ensure they are meeting expectations and providing technology services that
are consistent with the department’s mission. The DolT management should stress the
importance of communication within the DolT as well as with other County departments. This
will ensure that departments maintain fluid and efficient technology services.

DolT Response

Clerk of Superior Court

Implementation of the new Land Records Document Management system was discussed
repeatedly between 2011 and 2013 with the previous County Managers, previous DolT senior
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management, and the Clerk of Superior Court (CoSC). DolIT sees this finding as a disagreement
from the beginning regarding the technology platform that would be used to meet the County’s
IT standards for infrastructure, not a lack of communication. DolT had expressed concerns over
the ability to support the system without adherence to County infrastructure standards, back-up
and business continuity strategies, and maintenance standards.

The Land Records Document Management (LRDM) system is fully funded by the Capital Lease
Equipment program. This project was approved several years ago by the Board of
Commissioners with funding up to $3 Million. In the past, the agreement between the Clerk of
Superior Court (CoSC), County Manager’s Office, Finance, Lessor and previous DolT
management was to complete the project with IT standards, centralized infrastructure, high
performance hardware, and supporting software to provide the best services to the citizens. This
also was a part of lease term set by Lessor.

On November 20, 2014 and December 4, 2014, current DolT management met with CoSC and
the LRDM software vendor to review system requirements and specifications to determine
hardware needs. Former Deputy of CoSC agreed with DolT to implement LRDM system with
IT standards as DolT had recommended. However, current DolT management discovered later
that the hardware and storage was already purchased by the CoSC via the State Clerk’s authority.

On January 26, 2015, current DolT management, Purchasing, Finance, the County Manager’s
Office, and the CoSC met to evaluate current situation and best solution going forward. On
February 11, 2015, DolIT met again with the CoSC to come to an agreement to utilize the
hardware and storage already purchased through the State Clerk’s authority. DolT and CoSC
made an agreement to locate their production hardware in the County’s main data center and to
locate disaster recovery hardware in the County’s secondary data center in an offsite location. A
Memorandum of Understanding between DolT and CoSC is being created to clearly identify
support terms and conditions for future product support.

Cityworks Implementation of Permits

The Cityworks implementation project for the Office of Planning and Community Services
(P&CS) was initiated in May 2013 with the primary objective of transitioning the permitting-
related functions from the current system (PermitsPlus) to Cityworks Server PLL. Due to the
scope of the project and the availability of funding, the implementation was divided into two
phases:

(A)Phase I - Priority Permits: Configure a set number of priority permit types for production
use as procured within the Azteca Cityworks Statement of Work for P&CS.
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(B) Phase II — PLLOnline for Public Access: Permits Status Inquiry and Inspection
Scheduling.

The initial targeted completion date for Phase I - Priority Permits was set for December 2013
with a January 2014 go-live. The Phase II - PLLOnline development for public access was set
to begin January 2014 immediately following Phase I with a targeted completion date of March
2014.

Over the course of the project, the project team encountered two major changes and one
subsequent vendor issue which negatively impacted the timeline and required adjustments to the
project delivery.

(1) User Testing Period Extended 20 Days. At the beginning of the testing period
(November 2013), P&CS requested additional time to review the configuration to
confirm that the configured workflows matched the business requirements and to validate
the application functioned as expected. An additional 20 days was added to the timeline.

(2) User Testing Extended 45 Days / Scope Change. In December 2013, P&CS requested
additional time to test the configured workflows and fee calculations. The timeline was
extended 45 days. P&CS also made the decision to postpone Phase 1 production
implementation to coincide with Phase II due to an anticipated increase in the
management of inspections.

(3) Vendor Resources Unavailable for Production Configuration. In June 2014, P&CS
gave the approval to proceed; however, from July 2014 — August 2014, Cityworks vendor
resources were not available to complete the production configuration due to repeated
scheduling conflicts. From September 2014 — December 2014 the vendor was available
only on a limited basis. The vendor’s final production configuration task was completed
in January 2015.

The decisions to extend the delivery schedule were driven by the user department’s concern of
quality over schedule. During project status meetings, P&CS management expressed their
priority concern that the product functioned as expected and that the required modifications to
business processes would be reasonable for staff productivity. For these reasons, the user
division accepted the risk to remain on the existing system until the vendor was able to make the
required modifications.

Throughout the project, DolT project management staff has facilitated a series of testing
sessions with P&CS staff, documented testing results [Appendix 1], submitted detailed
configuration changes to the vendor [Appendix 2], and coordinated vendor/user configuration
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review and training sessions to ensure the user division’s needs were properly communicated to
the vendor [Appendix 3].

For these reasons, DolT respectfully does not agree with the findings that a lack of
communication between DolT and the user department contributed to the delay of the project.
On the contrary, the DolT project management staff has provided appropriate oversight to hold
the vendor accountable for delivering a quality product that meets the County department’s
expectations, only making adjustments to the schedule as warranted by priorities set by the
customer department [Appendix 4].

In order to improve future implementations, DolT project management staff will work to better
report and escalate vendor-related issues to reduce the impact on overall project delivery.

Finding 2 — Overbilling for Professional Services

The County contracted with Consilium and Randstad to provide the following:

*  Oracle licensing server and database administrative services;
*  Support for the Disaster Recovery and Operational Continuity Plan,; and
*  On Demand services.

According to the terms of the Scope of Work in the Oracle Licensing and Database Support
Service and the Disaster Recovery contracts, the County anticipates a minimum of five (5)
Julltime position equivalents (FTE) to address the requirements in the contract. We reviewed the
payroll records provided by the vendors, Randstad and Consilium, for the period January I,
2013 through October 31, 2014. In three (3) Consilium contracts, we noted positions that were
required to be filled per contractual terms that were not filled for a designated period of time.
Afier reviewing the rates noted in the contract, we were able to determine the amount paid to
Consilium for those positions for which services were not provided. The details of the positions
are indicated below:

2013 Disaster Recovery Candidate 1 640 $ 92,160.00

2013 Oracle/Database Database Manager 80 $ 12,938.40

2014 Oracle/Database Database Manager 80 S 12,938.40

2014 Oracle/Database MS SQL Database 80 $ 7,392.80
Administrator

Total 880 $ 125,429.60
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The DolT management failed to ensure the appropriate number of professionals were available
to provide the necessary services. In addition, the DolT approved semi-annual invoices for
payment to Consilium in advance of the services being rendered.

Recommendation

The DolT should ensure compliance with the terms of the contract as it relates to staffing
requirements for the professional services. The DolT should ensure accurate tracking of
attendance and services provided by all consultants in an effort to provide a means of attendance
reconciliation and avoid potential overbilling errors.

DolIT Response

As previously noted in DolT’s response to initial audit findings concerning Professional Services
contracts, DolT viewed two Professional Services contracts as strategic sourcing programs for
managed services rather than staff augmentation. Two managed services were; Disaster
Recovery and Business Continuity (DR/BC); and Oracle Licensing and Database Services
(Oracle/SQL Support). All positions listed in above table were part of these two contracts.
During the period of time, working hours of contractors may have not been fully accounted for
but the services were still provided to prevent interruptions.

While we are waiting on independent IT assessment and the future direction to be determined,
DolT currently has procured four (4) individual contractors as staff augmentation. Should the
future direction recommends DolT to adapt the managed services model, DoIT will work closely
with the Department of Purchasing to ensure that the contract will be written properly to manage
delivery of services, performance, and results.

In order to ensure compliance with the terms of the staff augmentation contract, DolT has
implemented a new process to manage current contractors more effectively by putting the
following procedures in January of 2015:

e Fach contractor is required to clock in and out of the County's timekeeping system
(Kronos Workforce) to record accurate working hours.

e Each contractor is required to log each task into DolT's centralized repository with
assigned task numbers.

e Assigned managers review the tasks and hours worked to ensure services were received
and then sign off on each invoice.

o DolT Administration processes the invoices to initiate payments.
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In addition, DolT staff and managers attended Contract Administration training provided by the
Department of Purchasing on April 7, 2015 to ensure adherence to contract guidelines, rules, and
protocols.

Finding 3 — Failure to Comply with Enterprise Agreement

Pursuant to the Enterprise Agreement between the DolT and Microsofi, the DolT is to provide
the total number of desktops and servers to Microsoft in order to pay the amount due to cover the
number of licenses being used by Fulton County for Microsofi products. The DolT violated the
Enterprise Agreement by not providing the accurate number of desktops and SQL servers on an
annual basis. Fulton County was under agreement to pay for 3,500 Microsofi licenses for
desktops. During our review we noted there were a total 5,959 desktops and 1,077 public facing
units that required licensing. Our review also revealed that the correct number of Structured
Query Language (SQOL) servers may not have been declared and an accounting was needed to
determine an accurate number to be in compliance with the terms and payment of products per
the Enterprise Agreement. Lack of proper oversight and management caused a breakdown in
supplying the accurate number of desktops and servers to Microsoft necessary to cover the
correct number of licenses and payments due for Microsoft product licensing. As a result, the
County is out of compliance with the Enterprise Agreement and Microsofi has not been paid the
full amount due for the actual number of licenses for their products that are used on County
desktops and servers.

In addition to the desktops and public facing computers, the DolT declared twelve (12) SQL
Standard Server licenses and ten (10) SOL Enterprise Server licenses; however, there is still
question as to whether the number of SOL servers is accurate. Microsoft agreed to hire a third
party partner to assist the DolT in running the MAPS tool, which would help to finalize the count
on the number of SOL servers. At the time of this report, this agreement was still under review by
the County Attorney’s Office.  Once the assessment of the SQL Database Server licenses is
complete the additional amount that needs to be paid to cover the remaining servers should be
determined by the DolT.

Recommendation

As a result of our audit, the DolT declared the correct number of desktops and public facing
computers. However, the DolT should continue to work with Microsofi to provide an accurate
“true-up” of numbers and submit a request to the Board of Commissioners for adequate
payment to cover all licenses that have not been paid. In the future, to ensure proper payment for
licensing, the DolT should implement procedures that annually “true-up” the number of
desktops and servers per the terms of the Enterprise Agreement.

DolIT Response
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The current DolT Administration was already working with Microsoft to determine true-up
options since late October of 2014. By February of 2014, DolT declared the correct number of
desktops and public facing computers and trued-up to comply with the Enterprise Agreement.

DolT continued working with Microsoft to get an accurate count of the Windows Server
software products. Due to complexity of the County's technical environment and the new
Microsoft licensing model, DolT requested Microsoft provide assistance with a software
assessment and Microsoft offered the service through its third-party independent partner at no
cost to the County. The County Attorney’s office advised us to get an approval of the
Memorandum of Understanding (MOU) with Microsoft from the Fulton County Board of
Commissioners. The MOU was approved on April 1, 2015 and signed by the Chairman on
April 2, 2015.

On April 15 & 16, 2015, DolT facilitated an onsite data collection work session with
Microsoft’s partner, Invisio, Corp. The data was collected and carefully reviewed by both
DolIT and Invisio, Corp, then sent back with Invisio, Corp for analysis of licensing gaps. On
April 30, 2015, DolT received a resolution letter and true-up requirements from Microsoft. On
May 7, 2015, DolT engaged with Microsoft to determine a path to be fully compliant with the
Enterprise Agreement. Payment options have been determined and this item will be presented
to the Fulton County Board Commissioners on June 3, 2015 BOC Meeting.

To ensure compliance with the Enterprise Agreement in the future, DolIT will run industry
standard inventory processes and scripts on a quarterly basis to track an accurate number of
licenses.

Finding 4 — Deficient Management of the County’s Technical Assets

According to best practices, system administrators should provide asset management for all
technical assets in an organization including hardware and sofiware. The goals of hardware
asset management are to account for all hardware assets on the IT infrastructure in order to
provide a comprehensive inventory visibility while software asset management focuses on
software assets including licenses, versions and installed endpoints. During our review, we noted
the following deficiencies with the management of the County’s technical assets:

» Inability to centralize data due to the use of multiple information systems that are not
integrated or provide real time data;

* Failure to adequately capture the County's technical assets lifecycle from acquisition
through disposal;

»  Failure to properly track assets and relying on County departments to report changes in the
assets status and/or location;
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* Failure to provide real time data due to a manual process of data capture and asset
discovery;

e [Failure to verify the physical County assets due to the lack of periodic reviews;

* [Inability to properly account for all technical assets on the IT infrastructure that may have
been procured through other agencies or non-County funds, and

e Failure to properly manage sofiware assets.

The County does not have adequate processes that effectively and centrally manage the County’s
technical assets. Without an adequate centralized asset management system, the County could
be at risk to the loss of technical assets, use of non-compliant software and a vulnerable IT
infrastructure.

Recommendation

We encourage the County to procure, if necessary, and implement a centralized IT asset
management system, which would help to improve the management of all technical assets
utilizing the County’s IT infrastructure. The benefits of procuring an adequate asset management
system include: achieving IT operating efficiency, financial accountability of assets purchased,
and long-term asset manageability and maintenance. Additionally, the DolT should ensure the
system is capable of asset discovery, data capture, asset tracking, asset lifecycle management
and asset reporting.

DolIT Response

DolT views this as county-wide procedure change. The Archibus Asset Management System
(Archibus) was purchased to be the County’s centralized asset management system including
hardware assets and DolT can work with the Department of General Services/Public Works to
strengthen the controls of technical assets in the system. Pursuant to Policies and Procedure
Manual 400-14 [Appendix 5], Accountability of Personal Property/Fixed Assets, all departments
are responsible for reviewing and verifying an annual inventory report of their personal property
and fixed assets. Within this policy, DolT has responsibility to assist in the procedures of this
policy per PR 400-14 section B.3. The Archibus system used in this effort is maintained by the
Department of General Services/Public Works.

Currently, as it relates to PC’s and laptops, DolT provides the vendor with the numbers for the
assets that match the order, the vendor puts the asset tag label on each asset, and we deploy the
assets to a department. Once assets are deployed, the department should update the Archibus
system with the final information on where the PC’s are located as they may decide to move
them after we have deployed them. DolT keeps a record of where we delivered and installed the
assets.
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DolT will work with departments to develop new practices and protocols with more periodic
inventory of hardware and software assets. Also, DolT is investigating several software products
and strategies related to technical asset tracking and security per the recommendation to assist in
enhancing this overall effort. These asset tracking strategies include different technologies for
tracking desktop, laptops, and mobile devices.

Finding 5 — Payments for Support of Expired Licensing

Fulton County’s Code of Ordinances sections 102-386, Renewal of annual licensing,
maintenance and support agreements for intellectual property, states:

(1) 1t is the policy of Fulton County Government to respect all copyrights, patents,
trademarks, and trade secrets and to adhere to the terms and conditions of any license to
which Fulton County is a party. Moreover, it is the policy of the county government to
ensure that all resources are managed in a transparent and cost-effective manner and in
accordance with applicable laws.

During the audit, we revealed the DolT may have made improper payments to Vixio Technology
totaling $147,950 for the support and maintenance of Securefusion Software afier the licenses
expired on November 16, 2012. Additionally, the servers maintaining the software were
decommissioned in November 2013. We noted after the sofiware expired, one additional full
pavment was made to Vixio Technology, however, this payment should have been prorated.
Furthermore, there were two additional full payments that should not have been made. Details
of the payments are below:

06/07/2013 Securefusion Asset $49.,950.00 06/01/2012 — 05/31/2013*

Discovery Portal

02/28/2014 Securefusion $49.950.00 02/01/2013 - 01/31/2014
Configuration Module

03/05/2014 Securefusion $48,050.00 06/01/2013 —05/31/2014

Suite Software Licenses,
Maintenance and Support

Total $147,950.00

* license expired on November 16, 2012

It appears the DolT internal controls over software and maintenance agreements are inadequate
and are not being properly reviewed. As a result, Vixio Technology may have been improperly
paid a total of $147,950.00 for support and maintenance services. There also appears to be a
lack of communication in the DolT related to determining if support services were actually
provided by Vixio Technology.
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Recommendation

The County should manage all resources in a cost-effective manner. Fulton County should not
pay for the support of expired software and licensing. If an agreement period for a particular
service extends beyond the time a server license is decommissioned, the amount to be paid
should be prorated. The DolT needs to implement processes that include a regular review of all
IT software that is being supported to ensure its use and necessity.

DolT Response

This finding is related to products purchased by DoIT in 2008 via a competitive solicitation for
solutions created by Gideon Technologies. In 2012, Symantec purchased Gideon Technologies
and began creating a new version of the product under the Symantec brand. DolT received a
new license key from Symantec's Business Operations through Vixio Technology on May 2,
2012. The key was valid until May 2013 [Appendix 6].

The DolT team that managed this software submitted a Change Control Request to
decommission the servers with Gideon products on November 25, 2013. The servers were
decommissioned on January 12, 2014 [Appendix 7]. However, former Deputy Director of DolT
was not aware that the servers were decommissioned, and he had a plan to continue using the
product for asset and inventory control projects in 2014 so he approved the payments for the
products.

Upon discovery of internal miscommunication, Dol T approached to the vendor to determine the
plan to rectify in part the outlay the funds. Vixio Technology is in the process of providing a
copy of the new Symantec application to DolT for testing to determine whether the new product
will meet our needs. Once a decision is made with the new product, Vixio Technology will
provide us the product with credit toward the purchase price.

Finding 6 — Possible Circumvention of the Procurement Process

According to Fulton County’s General Bid Information, procurement for goods and services
valued over $50,000 should be procured through a Request for Proposal (RFP). The DolT
submitted two (2) Requests for Quotes (RFQs) for similar services related to the Securefusion
Software that were both awarded Vixio Technology. A review of the Vixio Technology invoice
payments for 2011, 2012, and 2014 revealed the amounts paid for each service were just under
the $50,000.00 threshold for REFQs. However, the total amount paid to Vixio Technology each
year for the combined services exceeded $50,000.00 as reflected in the chart below:
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PAYMENTS TO VIXIO TECHNOLOGY FOR SECUREFUSION SOFTWARE
SUPPORT

Invoice Date Description Amount Paid

01/15/2011 Configuration Model Support $ 49,500

05/07/2011 Maintenance & Support $ 41,500

02/02/2012 Configuration Model Support $ 49,500

04/13/2012 Maintenance & Support $ 49,950

01/31/2014 Configuration Model Support

02/10/2014 Maintenance & Support

It appears the services were split in an effort to circumvent the procurement process that may
have required an RFP solicitation. Failure to comply with Purchasing regulations resulted in the
County paying for services that may not have been at a favorable cost.

Recommendation

The Department should comply with all Purchasing regulations and ensure payments for goods
and services are within the Purchasing limits. The DolT should not divide related services that
can be combined in an effort of what appears to be an attempt to by-pass the threshold limits of
an RFP solicitation. This will provide assurance that a fair bidding process is available for all
qualified vendors.

DolT Response

This finding is related to two different SecureFusion products purchased by DolT at different
times throughout the year via competitive solicitations. The SecureFusion Suite had multiple
programs that provided different services under the same suite name. Two subject products are:

a. SecureFusion Asset Discovery - discovers and inventories all networks and network
assets, including managed and unmanaged devices.

b. SecureFusion Configuration Management - maintains an inventory of system
configurations, including technical controls, software, user accounts and system changes.

DolT initially secured Configuration Management software from the SecureFusion Suite via a
competitive Request for Quote (RFQ). Contract period was from February 1 through January 31
[Appendix 8]. After using this product, DolT learned about Asset Discovery product for
different services provided by the same manufacturer. Therefore, a subsequent RFQ was bid
competitively for contract period from June 1 through May 31 [Appendix 9].
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DoIT did submit two RFQ's for renewal of the use of SecureFusion modules at different points
throughout the year, but that is because the original solicitation, the secondary solicitation for
the different set of modules, and the subsequent renewals of the sets of modules occurred at
different times of the year.

This was a competitive RFQ, therefore, it is difficult to ascertain whether services could have
been procured for more or less than the actual responses and subsequent awards. DolT fully
intends to continue complying with all Purchasing regulations and guidelines.

Finding 7 — Potential Vendor Steering/Cost Savings Management

Fulton County Government should seek to procure required goods and services at the most
economical price. During our audit, we noted a Request for Quote (RFQ) was issued in an effort
to solicit support and license services for Asentinel’s Managed Telecom Hosted Service, which is
a telecom auditing product that was purchased by the County in 2003. According to a
representative of Asentinel, their company was directed to respond to the solicitation through
Vixio Technology, who was a Fulton County registered vendor. As a result, Asentinel never
responded directly to the RFQ but rather partnered with Vixio Technology to respond and
services were ultimately awarded to Vixio Technology, a Minority/Female Business
Entrepreneur company (MFBE) and a Valued Added Reseller (VAR). Subsequent solicitations
have been awarded to Vixio Technology for Asentinel’s services and in each instance Vixio
Technology was the only responder. This action gives the appearance of vendor steering.

As a result of this direction, there was an increase in the cost for service in order to receive the
Asentinel products and services through Vixio Technology. However, there appears to have been
no material added value from Vixio Technology for the services they provided. Although there
was $194,815.00 in payments made to Vixio Technology for Asentinel Software Licenses from
2011 through 2014, the amounts billed to Vixio Technology by Asentinel Software Licenses
totaled $184,260.00 for the same time period. Based on figures provided by the Asentinel Chief
Financial Officer (CFO), Fulton County could have saved $10,555.00 from 2011 through 2014 if
Asentinel provided the services directly for the telecom management software package and
Support.

Recommendation

The DolT should work to ensure the best possible cost is obtained when attempting to procure
goods and services. Fulton County Department Directors should not mandate that suppliers
utilize an intermediary vendor at an increased cost to Fulton County without receiving an
additional benefit. The DolT should encourage potential vendors to register with the County in
an effort to increase vendor responses for required services. Every effort should be made to
Joster an environment open to competitive bidding by direct and indirect service providers to
guarantee Fulton County is receiving the best possible price for required services.
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DolIT Response

This finding refers to the RFQ in 2003 for the telecom auditing product, Asentinel. Current
DolT management cannot respond to what previous CIO may or may not have said back in 2003.
This CIO was separated from the County in 2007 and it is DolT's opinion that his direction to
Asentinel to respond to the solicitation through Vixio Technology was no longer effective.

DolT has created competitive solicitations for the continued licensing and support of the
application several times since the original award, and Vixio Technology has been the awarded
vendor each year. However, the manufacturer, Asentinel, had the opportunity to respond each
time to the competitive solicitation if they wanted to deal with Fulton County directly.

DolIT will evaluate the Asentinel product as the best solution for Electronic Data Interchange
(EDI) and inventory repository for telecom switches and phones. We will continue assessment
and evaluation of all available solutions.

Audit Concern 1 — Retaliation Complaints

During our audit investigation, complaints of alleged retaliation were referenced for acts of
exposing potential breaches in security and/or activity that could place the county at risk. The
complaints include allegations of removal, reduced and/or transfer of duties and transfer to
other units within the DolT. We interviewed the DolT management regarding the allegations of
retaliation and requested documentation to include their organizational chart and any
documented plans for a re-organization. We also inquired about the performance of the
employees whose job duties were altered. The DolT management indicated changes were made
due to necessities of talent in different areas and best fit, and were in accordance with the former
Chief Information Officer’s (CIO) plan for re-organization. However, the former CIO indicated
that these movements/changes were not in alignment with his plans nor was sufficient written
documentation provided to support the changes.

Recommendation

It is our opinion that these allegations warrant further investigation and should be reviewed by
the appropriate entity within the county equipped to handle retaliation complaints. These
departments include the County Attorney’s Office, an arm of the Personnel Department and/or
the Office of Equal Employment and Disability Affairs.

DolT Response
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In September 2014 [Appendix 10], the previous CIO initiated and led plans with the DolT
Senior Management Team for a major restructuring of the Department of Information
Technology. During this process, all attendees were evaluating the org chart and making
changes as many scenarios were discussed related to the organization of the department. All of
the scenarios that were discussed would lead to significant changes in the responsibilities and
job duties of both managers and staff. Per previous CIO’s plan, subject employee would have
been moved to the Telephony Team, a move that did not align with her experience and expertise
[Appendix 11]. This org chart was last updated on September 29, 2014.

After departure of the previous CIO in October 2014, the information gathered during the
planning sessions, coupled with careful consideration of the critical business initiatives for 2015,
was used to recommend the final restructuring plan. The final plan was recommended to the
Interim CIO and DolT Human Resources on November 4, 2014 by submitting updated
performance plans and organizational chart [Appendix 12]. Proposed org chart was last updated
on November 4, 2014. On November 17, 2014, the final plan was approved. Once approved,
starting November 18, 2014, Senior Management conducted meetings every Tuesday and
Thursday with the affected managers as a group and individually to discuss the changes.
Afterwards, new Performance Plans were created by Senior Management and reviewed with
subject employee on January 27, 2015 and March 16, 2015.

The job duties and assigned staff for the manager mentioned in this Concern were changed to
align critical business initiatives with her recognized skills and strengths so as to ensure both her
and the department’s success. No changes were made to her position title, compensation, or
work location. These changes were made in accordance with Fulton County policy, as well as
normal DolT standard operating procedures with a longstanding precedent.

The subject employee has not made any formal complaints or taken further actions.
Furthermore, the subject employee did not address any concerns or provide comments related to
retaliation during the performance review sessions with her supervisor on January 27, 2015 and
March 16, 2015. DolT does not tolerate any form of retaliation so it will fully cooperate with
the appropriate entity within the County to review the case.

Internal Audit Conclusions

Our audit revealed the following findings for the DolT:

* Lack of communication between DolT and user departments;
*  Overbilling for professional services;

*  Failure to comply with the Enterprise Agreement;

*  Deficient management of the County’s technical assets,
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e Payments for support of expired licensing;
*  Possible circumvention of the procurement process; and
*  Potential vendor steering/cost savings management

One concern was noted pertaining to alleged claims of retaliation, which we recommend further
investigation be conducted by the appropriate agency.

It is our opinion that the DolT is in need of a wide variety of improvements in their processes
and internal controls. The process of change must be implemented in a well-planned, organized
fashion. The County Manager's Office should utilize all resources at their disposal to design,
implement and complete a high level assessment and reorganization of the Doll. This
reorganization should include:

* Implementation of effective policies and procedures for processing and monitoring
contracts and invoice payments;

»  Effective project management,; and

* A process designed to regularly review the sufficiency of internal controls.

We would like to express our appreciation to the DolT for their cooperation during this audit
review.

Please provide a written response to this audit within 30 days. You may email your written
response to the County Manager and Brigitte Bailey, Administrative Coordinator III, in the
Office of Internal Audit at Brigitte. Bailey@fultoncountyga.gov. We would like to thank
management and staff for their timely cooperation and assistance during this audit. The
distribution of this report is reserved for the executive management of Fulton County and the
Board of Commissioners.
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Appendix 1 — Sample User Testing Case

CATEGORY | TEMPLATE | PROCESS Building | CNEWBLD Commercial New. Building | Fees
Business Requirement: Building Permit fees shoukd be assessed according to Fee Schedule for South Fulton SSD Section 3. Buildings, Permits, Planning and Zoning Effective December 1, 2013
Test Case ID Test io Descriptiol [Expected Result |Actual Result Tester Date Tested
B14-0057-01 Assess Building Permit Fee for 80,000 sqft Iding Valuation: Full val it d per |Building Valuation: Entered 80,000 for |Micheile M 31192014
warehouse to include buiiding and all 3trade  |sq ft using (S3.C.1a 28) [80000sq ft * $20/sq fi} = |case data item "Warehouses/. . Bobby S.
inspections 1,600,000 Calculated as expected
Since apphcation includes building and all trade  |Issue ID# B14-0057-01A
inspections 100% of the valuation should be used |FEES defaulied & cale NOT as expected
to calculate permit fee 4 Individual fee codes for each trade
A wath the f g incorrect
Building Permit Fee: (fee lable lookup value calculations:
based on 100% of valuation = 1,600,000) C25MECHNCL - $200 should be S0
(S3.C.1b5 row 6) [5,666+3.5(600)] = S7.766 |C25PLUMB - $200 should be SO
C25ELECTRI - $200 should be $0
The related Permit fee code is auto-caiculated and [C25BUILDIN - $200 should be S0
added by default under FEES
Issue ID# B14-0057-018
One single Building Permit Fee code
should default with total calculated fee of
$7,766, Located and but had to add
y CNEWBDFEES - calc as
{expected; Change code name and
descnption to BLDPMTFEE Building
Permit Fee
B14-0057-02 Assess default Administrative and other Fees  [Ad ive Processing Fee (S3.A 1)=525 lssue IDs# B14-0057-02A Michelle M 3192014
for a Commercial New Busiding Permit None Defaulted (No Admin & other stated |Bobby S.
Admnistrative Zone Compliance Review Fee defaulled as expected)
(S3.A2b) = $45
Issue IDs# B14-0057-028
Building Plan Review Fee (S3.C.3) [50% of 7766} |Located and added manually
= BPFIREMREV - did NOT caic as
|expected.
Fire Marshall Bulldng Review Fee (S3.C.8)
(80,000 *.0/sq ft] = $2.400 |Located and added manually
BPREVWFEE - calc as expected
Certificate of Occ. (S3.C da) fiat fee = $50
No fee code found for Certifeate of
Occupancy Flat Fee $50
[B140057-03 Calculate Total Assessed Fees under FEES  |Total Fees = Permit Fee + Default A S Total based on gven |Michelle M. 3192014
Fees [T766 + 25+45+3 BB3+50+2 400 | = §14.169 (sub-totals but not as expected due to Bobby S.
noled issues.
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Appendix 2 — Fee Code Configuration Log

CONFIGURATION AS OF 02-27-2014
sl s anthdol e

PROPOSED CONFIGURATION CHANGES FOR PROD

Fee Schedule Rel.

Fee Code Fee Dascription Category  Fee Code fee Deseription (EfT. 12:01.13) Comments
LDP-SANSEW LDP-Sanitacy Sewer LENLRANSEW Eamtay e $3DSS 15tDraft- not used?
CPRES Concept Plans (Residential) (LLE CONCEPTRES Concept Plans Review (Residential) $S3DEDLY
CPCOM Concept Plans (Commarcial) Lop CONCEPTCOM Concept Plans Review (Commercial) $3DEbI
LDPRES LDP Review Fec (Residential) P LDPREVRES 1DP Plan Review Fee [Residential) SiD8a>
LDPCOM LDP Review Fee (Commercial) Lop LOPREVCOM LDP Plan Review Fee (Commercial) S3DEd
LDP-55 Sanitary Sewer Lop - i ; - - I
LOP-FP Final Plat/FP Re-Recording(s) LDP FINALPLAT Finat Plat/FP Re-Recording(s)
LDP-MINSUB - Minor Subdhsion LD JAINORSUB Minor Subdivision DSe<
LDPLOWM Land Dev insp - Water Main Lop
LDP-LDRES Land Dev Erosion Cont - Residential Lop LERBRES Land frey Ervnt Cont = Fiestientiad $3D4a 151Draft- not used?
LOPADOTH Land Dev Erosion Cont - Other op Edibie and Bev Sy Lante Hner $3Ddb 1s1Draht- notused?
LDP-CGA Clearing & Grubbing Administrative LDP g - S3Da 1stDraft- not used?
LANDSCINSP. Landscape Inspection LDP Landacape inspection (See LDP Fee Sheet) 151Deaft- not used? [missing from schedule)
LANDSCINS1 Landscape Inspection Alt LDP Landscape Inspection Alt (See LDP Fee Sheet) 1stDraft- not used? (missing from schedule)
LDPADMINF LDP Administrative Fee Lop R = SIAM Not needed - Use ADMZONINGE $3.A.2b
LDPFF Land Disturbance Permit Flat Fee LoP Land Disturbance Permit Card Fee 7
LDPMFSS LDP Microfilm Fee (Standard Sheet) Lop
LDPMFLS. LDP Microfikm Fes (Letter Stze) LDp
1DPFD LDP Fire Department Lop LDPFIREDEV Fite Marshall Site Development Fee S3iD§
1DP-VALFEE LDP - Valuation Fee LOPMTFEE Land Disturbance Permit Fee {per valuation) wor (See LDP Fee Sheet)  (missing from schedule; see LDPvaluation chart}
ADMPROCFEE ADMPROCFEE Administrative Processing Fee AdminFee  STAL
ADMZCOMFEE Zoning Compliance Fee Administratl ADMZONINGA Zoning Compliance Review [Cat. A) AdminFes  SIA

ADMIONINGS Zoeing Compliance Review {Cat. B) Adminfes $IATL Add - Missing from current config.
< L ‘Commerclal Building Permit Fees Commerical BLDPMTFEE Buikding Permit Fee Building  S3C1b%
C25MECHNCL Comemereial Building Mechanical Only Fee: G jcal BLD2SMECH Buliding Mechanical Only Fee Buiding  S3C1b2
C25PLUMB Commercial Building Plumbing Only Fees  Commerical BLD25PLUM Bullding Plumbing Only Fee Bulldng  S3C1b3
C2SELECTRI Commercial Building Electric Only Fees  Commerical BLD25ELEC Duilding Electiic Only Fee Bullding  S3.C1b4
258U G ding Bullding Only Fees G ! BUILD Building Only fee Bullding  S3.C.1Lb1
BPREVWFEE Bullding Plan Review Fee Bulding  HLOPLANREV Building Plan Review Fee Building  S3C3
BPFIREMREV Fire Marshall Bullding Review Fee Building  BLOFIREREV Fiee Masshall Building Review Fee Bullding  S3CS§
BPDUPPIMT Duplicate Bullding Permit Fee Bullding  BLDDUPLPMT Duplicate Building Permit Fee Building  S3C 10
BPDEMOLISH Demolition Permit - Bullding Building  BPDEMOLISH Demolition Peemit - Bullding Bulding  S3.CS
NONBPDEMO' Demolition Permit - Separate From Bldg  Building . NONBPDEMO Demolition Petmit - Separate From Bldg Bullding 53C6
TEMPPOWER Temporary Power Bullding  TEMPPOWER Temparary Power Bullding  S3C.11
BPCARDREP Permit Card Replacement Building  PMTCARDREP Permit Card Replacemant Building  S3F.6
'DUMPSTRPAD. Dumpster Pad (Health Dept Fee) Bullding  DUMPSTRPAD Dumpster Pad (Health Dept Fee) LoP 53D3
COMPACTOR “Compactor [Health Dept Fee) COMPACTOR Compactor (Health Dept Fee) Lop s3D2
SMALLFORMT - Small Format Signs (Const Noise, Etc.) Bullding POSTSIGNSH Posted Signs Small Format Butlding S3F7a
MEDFORMAT Medium Format Signs (Tree Save, Ete))  Bullding  POSTSIGNMD Posted Signs Medium Format Building  S3FTH
LARGEFORMT Large Format Stgns (Rezoning, Varlance) | Building  PDSTSIGNLG Posted $igns Large Format Bullding  $3F.7c
REINSP. Re-Inspection Fee For Any Permit Type  Buiding  REINSP Re-Inspection Fee For Any Permit Type Builiing  S3F8
SUMMONTH ‘Subseription Monthly - BP Report Building  SUBMONTH Building Plan Report Subscription [Mo. Rate) Building  S3F9
SUBYEAR Subscription Yearly - BP Report Building  SUBYEAR Bullding Plan Repart Subscription (¥r. Rate} Bulling  S3F9
LETLEGTABC Any and all lettr, Igl or tabl size cpys. Bullding - COPYANYSE Any and all Tettr, Igl or tabi size cpys Building S3HI1
PLNSZCOPBW Any and all plan size BEW copies Bullding  COPYPLANBW Any and all plan size BEW copies Buling  S3H2
PLNSZCOPCL Any and all plan size color coples Bullding COPYPLANCL Any and all plan size color coples Bulding  S3H2
SHPHANDFEE Shipping Handiing Fee Buliding  SHIPHAND Shipping Handling Fee Bulging  S3HS
DOCRESFEE Document Research Fee Bullding - DOCRESEARC Bocument Research Fee Building  S3HI
RETCHKFEE Returned Check Fee Bullding  RETCHKFEE Returned Check Fee Building  S3H4
SZONREVFEE. Sign Zoning Review Fee Signs Gige-ZoningReview Spes Use ADMZONINGA
SBANTMPFEE Banners or Temporary Signs Signs SBANNERTMP Sign Parmit Fee (Banner/Temporary] Signs. sill
PENPRIORIN Penalty Const-Install Prior Sign Permit  Signs SIGNPENALT Penalty Const-Install Prior Sign Permit Signs $312
SIGNPMTFEE Sign Petmit Fee Signs. SIGNPMTFEE Sigh Permit Few Signs. S313b Per Sign Valuation of Wall Mount or Free-standing
ELEPLUHVAC Elec, Plumbing, HVAC Trade Permit e Trade EERLUHVAL Eine Fhambing HYAE Teate fermit o Free s3C2
OPENRECREQ Open Records Request OPENRECREQ Open Records Request m 22 Same a3 DOCRESEARC Document Research
CLEARGRUB Clearing & Grubbing - CLEARGRUB Clearing & Geubbing Lop $3D1
EROSIONRES Erosion Control: Residentlal EROSIONRES Erosion Control: Residential Lo $3D4a
EROSIONOTH Erosion Controk: All other. EROSIONOTH Erosion Contrel: All Other Lop SiDAY
ECVIOLATN Erision Contro! Inspection Violation ECVIOLATN Erosion Cantrol Inspection Violation ” 2%CE
ELECIOBEST FElectrical Trade Permit (Valuation) Fee . Trade TRADEPMT Building Trade Permit Fea Trade $3c2 Per Contractor Stated lob Cost (Valuation Table)
ELECRECONN Eletrical Reconnection Fee Fviea b s Feonde 1:1Draft- not used?, use RECONNUTIL
POOLSQFT Pool Permit cost (based on Sqft) POOLPMTFEE Pool Permit Fee {based on SaFt) Pool $3C1al9
FTZCOMFEE Admin Permit Food Truck Zon. Comp. Fee Admin ADPMTFLAT Adeiinistrative Perrmit Fee Administrath 3B
EVENTSEAL Specal 10, Rev Tent, Roadside Vending  Administratl EVENTSEAL Spiment 3 fime Fent fnedsiin dipniny Aderviniatrath S3B.1 & S3B2 77 Not needed, use ADMPMIFLAT & ADMPERDAY
REVIENT Special 10, Rev Tent, Roadside Vending  Administrat AEVFERT Sgrmirnb i Sy T madsine g Adminitrath S3B.1 £ S3B2 72 Not needed, use ADMPMTFLAT & ADMPERDAY
ROADVEND Special 10, Rev Tent, Roadside Vending  Administratl RBADVEND it R Tt Rodsrbe Yending Ademipiteath S3B 1 & SIB2 27 Not needed, use ADMPMTFLAT & ADMPERDAY
ROADPROD Roadside Produce Stand 19.3,11 Adminstrath ROADRROD RaabihFrados oS ond- 1 53 Fubministroth S3B.) 72 Not needed, use ADMPMIFLAT
SEABUSSUSE | Seasonal Business Use 19,311 (2) Adminstrat s e S Administeath $3B.1 72 Not needed, use ADMPMTFLAT
FTPMTSITE Permitted Site Fee FIPMTSITE Parmitted Site Fee (72) m »”
ANYFEE { Any Amount You Want To Add Any Amount ANVFEE Any Amount You Want To Add Any Amount Fee
FEENOTFOUN Fee Not Found Not Found ' FEENOTFOUN Fee Not Found Hot Found
FENCEPERMT Fence Permits Bullding  FENCEPMT Fence Permits. Building  S3C7
RECONNUTIL Re-connect Utlfitics (Resi and Comm) . Bullding.  RECONNUTIL Reconnict Utilities (Residential) Building  S3C9
APPRDAYFEE Per Day Fee (admin permit if applicable) Admin  ADPERDAY Administrative Permit Fee (Por Day) Administrath 5382

OTHER FEES NOT FOUND

Fee Schedule Ref.
Fea Coda Foe Description Category  (Ef1. 12:01-13) Comments
COOFINAL Certificate of Occupancy + Fimal Building 53C4
COOTEMP Cartificate of Occupancy - Tamporary Bullding  S3.C4b
LDPGISMONY GIS Monumant Lor $3D6
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