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Anthony Nicks, County Auditor 
Office of the County Auditor 

Shin Kim, Interim Director/CIO SL­ 
Department of Information Technology 

TO: 

DATE: May 8, 2015 

FULTON COUNTY SUBJECT: Information Technology Response to the Audit Report 
Phase II 

I would like to extend my appreciation for the opportunity to review and respond to the 
Department of Information Technology (DolT) Final Audit Report Phase II of March 27, 2015. 
I am committed to investigating and, where appropriate, addressing any issues related to the 
audit findings. My vision for the Department of Information Technology includes only the 
highest ethical standards to serve as the foundation for business going forward. 

Since January of this year, I have put new procedures and processes in place to address many of 
the audit concerns and I plan to continue focusing on improving in all areas. Moreover, I have 
been working closely with the County Manager's Office and the Department of Purchasing to 
seek a comprehensive IT assessment to ensure the best possible direction for the Department in 
the future. 

It is my intention. to rebuild the Department of lnfonnation Technology on a foundation of 
transparency, ethics, and wise business decisions. 

Attachment: DolT Written Response dated May 8, 2015 
Cc: Richard "Dick" Anderson, County Manager 
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Response to DolT Final Audit Report-Phase II Quick Summary 

Finding 1 - Lack of Communication between DolT and User Departments 
Implementation of the new Land Records Document Management system was discussed 
repeatedly between 2011 and 2013 with the previous County Managers, previous DolT senior 
management staff, and the Clerk of Superior Court (CoSC). There has been disagreement from 
the beginning regarding the technology platform that would be used to meet the County's IT 
standards for infrastructure. The current DolT senior management team met with CoSC and 
resolved this disagreement. Moreover, throughout the Cityworks Permitting Implementation 
Project, DolT provided appropriate project management services including a series of testing 
sessions, documented testing results, detailed configuration change requests, configuration 
review sessions, and necessary training sessions. DolT will conduct quarterly review meetings 
with the departments involved to identify current technical issues, service levels, and future 
plans to deliver more efficient and effective services. 

Finding 2 - Overbilling for Professional Services 
As previously noted in DolT's response to initial audit findings concerning' Professional 
Services contracts, we viewed the two Professional Services contracts in question as managed 
services rather than staff augmentation. Working hours of contractors may have not been fully 
accounted for, but the expected services were provided to ensure stability of all major systems. 
DolT agrees that it did pay Professional Services vendors before all the services were rendered. 
While DolT is waiting on independent lT assessment and the best direction for the future, DolT 
currently has procured four (4) individual contractors as staff augmentation. DolT has 
implemented new procedures to ensure compliance with the terms of any new contracts for staff 
augmentation and has attended Contract Administration training to ensure adherence to contract 
guidelines, rules, and protocols in the future. 

Finding 3 - Failure to Comply With the Enterprise Agreement 
Upon discovery, DolT has been working with Microsoft closely since October of 2014 to 
comply with the Enterprise License Agreement. All computers, including public facing systems, 
have been inventoried and trued-up as of February of 2014. DolT's commitment to resolving 
the outstanding compliance issue with Microsoft Windows Server licensing by engaging in a 
Software Asset Management engagement has brought the County one step closer for complete 
compliance of all Microsoft software throughout the enterprise. On May 7, 2015, DolT met 
with Microsoft to review and identify compliance requirements. Payment options have been 
identified and this item will be presented to the Fulton County Board Commissioners in the June 
3, 2015 BOC Meeting. In the future, DolT will continue running regular network audits and 
utilize the in-depth understanding of the new Microsoft software licensing model gained in 
through this process to ensure compliance with the Enterprise Agreement. 
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Finding 4 - Deficient Management of the County's Technical Assets 
This finding and recommendation requires county-wide policy and procedure changes. 
Archibus software was purchased to be the County's centralized asset management system. 
Policies and Procedure Manual 400-14 [Appendix 5] states that it is the responsibility of each 
department to be accountable for personal property and fixed assets. Although DoIT has 
inventory control of all technology assets internally, it will work with departments and the 
County Manager's Office to develop new practices and protocols for periodic inventory of 
hardware and software assets. Moreover, DoIT is investigating several new software products 
and strategies related to technical asset tracking and security. 

Finding 5 - Payments for Support of Expired Licensing 
DolT agrees that a miscommunication occurred internally with the previous senior management. 
DolT implemented a new process to review all IT software products to ensure its use and 
necessity. DoIT is currently working with the vendor in question to test new products and 
determine the plan to rectify the previous expenditure. 

Finding 6 - Possible Circumvention of the Procurement Process 
This finding is related to two different SecureFusion products purchased by DoIT at different 
times. These products are part of SecureFusion Suite that has multiple product lines. Separate 
Request for Quotes (RFQ) were bid competitively with different contract period terms. DolT 
will review this with the Department of Purchasing to ensure all Purchasing regulations and 
guidelines are followed. 

Finding 7 - Potential Vendor Steering/Cost Savings Management 
Current DolT management cannot respond to what previous CIO mayor may not have said 
back in 2003. Although a specific direction may have been given to Asentinel, this previous 
CIO resigned from the County in 2007 and it is DoIT's opinion that the directive was no longer 
effective. Multiple competitive solicitations were created for several years and Asentinel was 
never precluded from responding. DoIT will evaluate the Asentinel product as the best solution 
for Electronic Data Interchange (EDI) and explore other products to ensure the best possible 
cost is obtained. 

Audit Concern 1 - Retaliation Complaints 
The job duties and assigned staff for the subject employee mentioned in this Concem were 
changed to align critical business initiatives with her recognized skills and strengths so as to 
ensure both her and the Department's success. No changes were made to her position title, 
compensation, or work location. Subject employee has not made any formal complaints or taken 
further actions. However, DoIT does not tolerate any form of retaliation so it will fully 
cooperate with the appropriate entity within the County to review the case and make sure that the 
job duty change was not a result of retaliation. 
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Finding 1 - Lack of Communication between DolT and User Departments 

The mission of the DolT is to deliver secure, innovative, reliable technology services and 
solutions, and to provide guidance and oversight that lead to sound decisions for Fulton County 
Government. During our review, we noted poor communication by the DolT while working with 
other County departments. Lack of proper program management appears to have led to poor 
communication between the DolT and user departments. This failure to communicate resulted in 
the fa llowing: 

• In May, 2011, the Clerk of Superior Court sought to procure digital scanning of real 
estate, civil, criminal and financial records that the Clerk's Office is required to 
microfilm and maintain for permanent retention per State law. The DolT management 
proposed that the Clerk's Office purchase additional memory prior to submission for 
consideration for approval by the Board of Commissioners. However, other members of 
DolT management indicated the additional memory was not necessary. Due to lack o.f 
communication between the DolT management, conflicts regarding the necessity of the 
memory, and the need to keep records independent per state law requirements, the 
Clerk's Office appealed to the County Manager's Office to procure the services without 
the additional memory. 

• In May, 2013, the Office of Planning and Community Development sought to implement 
Cityworks, a program that manages infrastructure capital assets, for its permit and work 
order project. The DolT was assigned to oversee the implementation o.l this project. Due 
to inadequate project management, the Planning and Community Services Department 
has waited for more than two years for the implementation of this software designed to 
provide basic processing of Fulton County construction permits and inspections. The 
extensive delay in implementation of this software has hindered the efficiency and 
effectiveness of services being rendered to County constituents. 

By not properly communicating, proper guidance and oversight was not afforded to the 
departments as expected based on their mission. 

Recommendation 

The DolT should ensure they are meeting expectations and providing technology services that 
are consistent with the department's mission. The DolT management should stress the 
importance of communication within the DolT as well as with other County departments. This 
will ensure that departments maintain fluid and efficient technology services. 

DolT Response 

Clerk of Superior Court 

Implementation of the new Land Records Document Management system was discussed 
repeatedly between 2011 and 2013 with the previous County Managers, previous DolT senior 
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management, and the Clerk of Superior Court (CoSC). DolT sees this finding as a disagreement 
from the beginning regarding the technology platform that would be used to meet the County's 
IT standards for infrastructure, not a lack of communication. DolT had expressed concems over 
the ability to support the system without adherence to County infrastructure standards, back-up 
and business continuity strategies, and maintenance standards. 

The Land Records Document Management (LRDM) system is fully funded by the Capital Lease 
Equipment program. This project was approved several years ago by the Board of 
Commissioners with funding up to $3 Million. In the past, the agreement between the Clerk of 
Superior Court (CoSC), County Manager's Office, Finance, Lessor and previous DolT 
management was to complete the project with IT standards, centralized infrastructure, high 
performance hardware, and supporting software to provide the best services to the citizens. This 
also was a part of lease term set by Lessor. 

On November 20,2014 and December 4,2014, current DolT management met with CoSC and 
the LRDM software vendor to review system requirements and specifications to determine 
hardware needs. FOlmer Deputy of CoSC agreed with DolT to implement LRDM system with 
IT standards as DolT had recommended. However, current DolT management discovered later 
that the hardware and storage was already purchased by the CoSC via the State Clerk's authority. 

On January 26, 2015, current DolT management, Purchasing, Finance, the County Manager's 
Office, and the CoSC met to evaluate current situation and best solution going forward. On 
February 11, 2015, DolT met again with the CoSC to come to an agreement to utilize the 
hardware and storage already purchased through the State Clerk's authority. DolT and CoSC 
made an agreement to locate their production hardware in the County's main data center and to 
locate disaster recovery hardware in the County's secondary data center in an offsite location. A 
Memorandum of Understanding between DolT and CoSC is being created to clearly identify 
support terms and conditions for future product support. 

Cityworks Implementation of Permits 

The Cityworks implementation project for the Office of Planning and Community Services 
(P&CS) was initiated in May 2013 with the primary objective of transitioning the permitting­ 
related functions from the current system (Permitsl'Ius) to Cityworks Server PLL. Due to the 
scope of the project and the availability of funding, the implementation was divided into two 
phases: 

(A) Phase I - Priority Permits: Configure a set number of priority permit types for production 
use as procured within the Azteca Cityworks Statement of Work for P&CS. 
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(B) Phase II - PLLOnline for Public Access: Permits Status Inquiry and Inspection 
Scheduling. 

The initial targeted completion date for Phase I - Priority Permits was set for December 2013 
with a January 2014 go-live. The Phase II - PLLOnline development for public access was set 
to begin January 2014 immediately following Phase I with a targeted completion date of March 
2014. 

Over the course of the project, the project team encountered two major changes and one 
subsequent vendor issue which negatively impacted the timeline and required adjustments to the 
project delivery. 

(1) User Testing Period Extended 20 Days. At the beginning of the testing period 
(November 2013), P&CS requested additional time to review the configuration to 
confirm that the configured workflows matched the business requirements and to validate 
the application functioned as expected. An additional 20 days was added to the timeline. 

(2) User Testing Extended 45 Days / Scope Change. In December 2013, P&CS requested 
additional time to test the configured workflows and fee calculations. The timeline was 
extended 45 days. P&CS also made the decision to postpone Phase I production 
implementation to coincide with Phase II due to an anticipated increase in the 
management of inspections. 

(3) Vendor Resources Unavailable for Production Configuration. In June 2014, P&CS 
gave the approval to proceed; however, from July 2014 - August 2014, Cityworks vendor 
resources were not available to complete the production configuration due to repeated 
scheduling conflicts. From September 2014 - December 2014 the vendor was available 
only on a limited basis. The vendor's final production configuration task was completed 
in January 2015. 

The decisions to extend the delivery schedule were driven by the user department's concern of 
quality over schedule. DUling project status meetings, P&CS management expressed their 
priority concern that the product functioned as expected and that the required modifications to 
business processes would be reasonable for staff productivity. For these reasons, the user 
division accepted the risk to remain on the existing system until the vendor was able to make the 
required modifications. 

Throughout the project, DolT project management staff has facilitated a senes of testing 
sessions with P&CS staff, documented testing results [Appendix 1], submitted detailed 
configuration changes to the vendor [Appendix 2], and coordinated vendor/user configuration 
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review and training sessions to ensure the user division's needs were properly communicated to 
the vendor [Appendix 3]. 

For these reasons, DolT respectfully does not agree with the findings that a lack of 
communication between DolT and the user department contributed to the delay of the project. 
On the contrary, the DolT project management staff has provided appropriate oversight to hold 
the vendor accountable for delivering a quality product that meets the County department's 
expectations, only making adjustments to the schedule as warranted by priorities set by the 
customer department [Appendix 4]. 

In order to improve future implementations, DoIT project management staff will work to better 
report and escalate vendor-related issues to reduce the impact on overall project delivery. 

Finding 2 - Overbilling for Professional Services 

The County contracted with Consilium and Randstad to provide the following: 

• Oracle licensing server and database administrative services; 
Supportfor the Disaster Recovery and Operational Continuity Plan; and 
On Demand services. 

• 
• 

According to the terms of the Scope of Work in the Oracle Licensing and Database Support 
Service and the Disaster Recovery contracts, the County anticipates a minimum o.f.five (5) 
fulltime position equivalents (FTE) to address the requirements in the contract. We reviewed the 
payroll records provided by the vendors, Randstad and Consilium, for the period January 1, 
2013 through October 31, 2014. In three (3) Consilium contracts, we noted positions that were 
required to be .filled per contractual terms that were not filled for a designated period of time. 
After reviewing the rates noted in the contract, we were able to determine the amount paid to 
Consilium for those positions for which services were not provided. The details of the positions 
are indicated below: 

,. , '\ ':\'(~'\J~f [' .' , , 
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2013 Disaster Recovery Candidate 1 640 $ 92,160.00 
2013 Oracle/Database Database Manager 80 $ 12,938.40 

2014 Oracle/Database Database Manager 80 $ 12,938.40 
2014 Oracle/Database MS SQL Database 80 $ 7,392.80 

Administrator 

Total , 880 $ 125,429.60 . 
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The DolT management failed to ensure the appropriate number of professionals were available 
to provide the necessary services. In addition, the DolT approved semi-annual invoices for 
payment to Consilium in advance of the services being rendered. 

Recommendation 

The DolT should ensure compliance with the terms of the contract as it relates to staffing 
requirements for the professional services. The DolT should ensure accurate tracking of 
attendance and services provided by all consultants in an effort to provide a means of attendance 
reconciliation and avoid potential overbilling errors. 

DolT Response 

As previously noted in DolT's response to initial audit findings conceming Professional Services 
contracts, DolT viewed two Professional Services contracts as strategic sourcing programs for 
managed services rather than staff augmentation. Two managed services were; Disaster 
Recovery and Business Continuity (DR/BC); and Oracle Licensing and Database Services 
(Oracle/SQL Support). All positions listed in above table were part of these two contracts. 
During the period of time, working hours of contractors may have not been fully accounted for 
but the services were still provided to prevent interruptions. 

While we are waiting on independent IT assessment and the future direction to be determined, 
DolT currently has procured four (4) individual contractors as staff augmentation. Should the 
future direction recommends DolT to adapt the managed services model, DolT will work closely 
with the Department of Purchasing to ensure that the contract will be written properly to manage 
delivery of services, performance, and results. 

In order to ensure compliance with the terms of the staff augmentation contract, DolT has 
implemented a new process to manage current contractors more effectively by putting the 
following procedures in January of 2015: 

• Each contractor is required to clock 111 and out of the County's timekeeping system 
(Kronos Workforce) to record accurate working hours. 

• Each contractor is required to log each task into DolT's centralized repository with 
assigned task numbers. 

• Assigned managers review the tasks and hours worked to ensure services were received 
and then sign off on each invoice. 

• DolT Administration processes the invoices to initiate payments. 
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In addition, DolT staff and managers attended Contract Administration training provided by the 
Department of Purchasing on April 7, 2015 to ensure adherence to contract guidelines, rules, and 
protocols. 

Finding 3 - Failure to Comply with Enterprise Agreement 

Pursuant to the Enterprise Agreement between the DolT and Microsoft, the DolT is to provide 
the total number of desktops and servers to Microsoft in order to pay the amount due to cover the 
number of licenses being used by Fulton County for Microsoft products. The DolT violated the 
Enterprise Agreement by not providing the accurate number of desktops and SQL servers on an 
annual basis. Fulton County was under agreement to pay for 3,500 Microsoft licenses for 
desktops. During our review we noted there were a total 5,959 desktops and 1,077 public facing 
units that required licensing. Our review also revealed that the correct number of Structured 
Query Language (SQL) servers may not have been declared and an accounting was needed to 
determine an accurate number to be in compliance with the terms and payment o.{ products per 
the Enterprise Agreement. Lack of proper oversight and management caused a breakdown in 
supplying the accurate number of desktops and servers to Microsoft necessary to cover the 
correct number of licenses and payments due for Microsoft product licensing. As a result, the 
County is out of compliance with the Enterprise Agreement and Microsoft has not been paid the 
full amount due for the actual number of licenses for their products that are used on County 
desktops and servers. 

In addition to the desktops and public facing computers, the DolT declared twelve (J2) SQL 
Standard Server licenses and ten (10) SQL Enterprise Server licenses; however, there is still 
question as to whether the number of SQL servers is accurate, Microsoft agreed to hire a third 
party partner to assist the DolT in running the MAPS tool, which would help to finalize the count 
on the number of SQL servers, At the time of this report, this agreement was still under review by 
the County Attorney's Office. Once the assessment of the SQL Database Server licenses is 
complete the additional amount that needs to be paid to cover the remaining servers should be 
determined by the DolT 

Recommendation 

As a result o.{ our audit, the DolT declared the correct number of desktops and public facing 
computers, However, the DolT should continue to work with Microsoft to provide an accurate 
"true-up" of numbers and submit a request to the Board of Commissioners for adequate 
payment to cover all licenses that have not been paid. In the future, to ensure proper paymentfor 
licensing, the DolT should implement procedures that annually "true-up" the number of 
desktops and servers per the terms of the Enterprise Agreement, 

DolT Response 
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The current DolT Administration was already working with Microsoft to determine true-up 
options since late October of 2014. By February of 2014, DolT declared the correct number of 
desktops and public facing computers and trued-up to comply with the Enterprise Agreement. 

DolT continued working with Microsoft to get an accurate count of the Windows Server 
software products. Due to complexity of the County's technical environment and the new 
Microsoft licensing model, DolT requested Microsoft provide assistance with a software 
assessment and Microsoft offered the service through its third-party independent partner at no 
cost to the County. The County Attomey's office advised us to get an approval of the 
Memorandum of Understanding (MOU) with Microsoft from the Fulton County Board of 
Commissioners. The MOU was approved on April 1,2015 and signed by the Chairman on 
April 2, 2015. 

On April 15 & 16, 2015, DolT facilitated an onsite data collection work session with 
Microsoft's partner, Invisio, Corp. The data was collected and carefully reviewed by both 
DolT and Invisio, Corp, then sent back with Invisio, Corp for analysis of licensing gaps. On 
April 30, 2015, DolT received a resolution letter and true-up requirements from Microsoft. On 
May 7, 2015, DolT engaged with Microsoft to determine a path to be fully compliant with the 
Enterprise Agreement. Payment options have been determined and this item will be presented 
to the Fulton County Board Commissioners on June 3, 2015 BOC Meeting. 

To ensure compliance with the Enterprise Agreement in the future, DolT will run industry 
standard inventory processes and scripts on a quarterly basis to track an accurate number of 
licenses. 

Finding 4 - Deficient Management of the County's Technical Assets 

According to best practices, system administrators should provide asset management for all 
technical assets in an organization including hardware and software. The goals of hardware 
asset management are to account for all hardware assets on the IT infrastructure in order to 
provide a comprehensive inventory visibility while software asset management focuses on 
software assets including licenses, versions and installed endpoints. During our review, we noted 
the following deficiencies with the management of the County's technical assets: 

• Inability to centralize data due to the use of multiple information systems that are not 
integrated or provide real time data; 

• Failure to adequately capture the County's technical assets lifecycle from acquisition 
through disposal; 

• Failure to properly track assets and relying on County departments to report changes in the 
assets status and/or location; 
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• Failure to provide real time data due to a manual process of data capture and asset 
discovery; 
Failure to verify the physical County assets due to the lack of periodic reviews,' 
Inability to properly account for all technical assets on the IT infrastructure that may have 
been procured through other agencies or non-County fonds,' and 
Failure to properly manage software assets. 

• 

• 

The County does not have adequate processes that effectively and centrally manage the County's 
technical assets. Without an adequate centralized asset management system, the County could 
be at risk to the loss of technical assets, use of non-compliant software and a vulnerable IT 
infrastructure. 

Recommendation 

We encourage the County to procure, if necessary, and implement a centralized IT asset 
management system, which would help to improve the management of all technical assets 
utilizing the County's IT infrastructure. The benefits of procuring an adequate asset management 
system include: achieving IT operating efficiency, financial accountability of assets purchased, 
and long-term asset manageability and maintenance. Additionally, the DolT should ensure the 
system is capable of asset discovery, data capture, asset tracking, asset lifecycle management 
and asset reporting. 

DolT Response 

DolT views this as county-wide procedure change. The Archibus Asset Management System 
(Archibus) was purchased to be the County's centralized asset management system including 
hardware assets and DolT can work with the Department of General Services/Public Works to 
strengthen the controls of technical assets in the system. Pursuant to Policies and Procedure 
Manual 400-14 [Appendix 5], Accountability of Personal Property/Fixed Assets, all departments 
are responsible for reviewing and verifying an annual inventory report of their personal property 
and fixed assets. Within this policy, DoIT has responsibility to assist in the procedures of this 
policy per PR 400-14 section B.3. The Archibus system used in this effort is maintained by the 
Department of General Services/Public Works. 

Currently, as it relates to PC's and laptops, DolT provides the vendor with the numbers for the 
assets that match the order, the vendor puts the asset tag label on each asset, and we deploy the 
assets to a department. Once assets are deployed, the department should update the Archibus 
system with the final information on where the PC's are located as they may decide to move 
them after we have deployed them. DolT keeps a record of where we delivered and installed the 
assets. 
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DolT will work with departments to develop new practices and protocols with more periodic 
inventory of hardware and software assets. Also, DolT is investigating several software products 
and strategies related to technical asset tracking and security per the recommendation to assist in 
enhancing this overall effort. These asset tracking strategies include different technologies for 
tracking desktop, laptops, and mobile devices. 

Finding 5 - Payments for Support of Expired Licensing 

Fulton County's Code of Ordinances sections 102-386, Renewal of annual licensing, 
maintenance and support agreementsfor intellectual property, states: 

(1) It is the policy of Fulton Coun.ty Government to respect all copyrights, patents, 
trademarks, and trade secrets and to adhere to the terms and conditions of any license to 
which Fulton County is a party. Moreover, it is the policy of the county government to 
ensure that all resources are managed in a transparent and cost-effective manner and in 
accordance with applicable laws. 

During the audit, we revealed the DolT may have made improper payments to Vixio Technology 
totaling $147,950 for the support and maintenance of Securefusion Software after the licenses 
expired on November 16, 2012. Additionally, the servers maintaining the software were 
decommissioned in November 2013. We noted after the software expired, one additional full 
payment was made to Vixio Technology; however, this payment should have been prorated. 
Furthermore, there were two additionalfull payments that should not have been made. Details 
of the payments are below: 

f' ', \l :\'L~" \1 ! ~ .: ~ [l l)iI:,~)Ol<I["I'I(')1 1 \!",I\:)\ ),':'T v, ,'; I I ~ -, I.II:l'l'.I' I) II', L< ro I') 
06/07/2013 Securefusion Asset $49,950.00 06/0112012 - 05/31/2013* 

Discovery Portal 
02/28/2014 Securefusion $49,950.00 02/0112013 -01/3112014 

Configuration Module 

03105/2014 Securefusion $48,050.00 06/0112013 - 05/3112014 
Suite Software Licenses, 
Maintenance and Support 

Total $147,950.00 

* license expired on November J 6, 2012 

It appears the DolT internal controls over software and maintenance agreements are inadequate 
and are not being properly reviewed. As a result, Vixio Technology may have been improperly 
paid a total of $147,950.00 for support and maintenance services. There also appears to be a 
lack of communication in the DolT related to determining (f support services were actually 
provided by Vixio Technology. 
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Recommendation 

The County should manage all resources in a cost-effective manner. Fulton County should not 
pay for the support of expired software and licensing. If an agreement period jar a particular 
service extends beyond the time a server license is decommissioned, the amount to be paid 
should be prorated. The DolT needs to implement processes that include a regular review of all 
IT software that is being supported to ensure its use and necessity. 

DolT Response 

This finding is related to products purchased by DolT in 2008 via a competitive solicitation for 
solutions created by Gideon Technologies. In 2012, Symantec purchased Gideon Technologies 
and began creating a new version of the product under the Symantec brand. DolT received a 
new license key from Symantec's Business Operations through Vixio Technology on May 2, 
2012. The key was valid until May 2013 [Appendix 6]. 

The DoIT team that managed this software submitted a Change Control Request to 
decommission the servers with Gideon products on November 25, 2013. The servers were 
decommissioned on January 12, 2014 [Appendix 7]. However, former Deputy Director of DolT 
was not aware that the servers were decommissioned, and he had a plan to continue using the 
product for asset and inventory control projects in 2014 so he approved the payments for the 
products. 

Upon discovery of intemal miscommunication, DoIT approached to the vendor to detennine the 
plan to rectify in part the outlay the funds. Vixio Technology is in the process of providing a 
copy of the new Symantec application to DoIT for testing to determine whether the new product 
will meet our needs. Once a decision is made with the new product, Vixio Technology will 
provide us the product with credit toward the purchase price. 

Finding 6 - Possible Circumvention of the Procurement Process 

According to Fulton County's General Bid Information, procurement jar goods and services 
valued over $50,000 should be procured through a Request for Proposal (RFP). The DolT 
submitted two (2) Requests for Quotes (RFQs) for similar services related to the Securefusion 
Software that were both awarded Vixio Technology. A review of the Vixio Technology invoice 
payments for 2011, 2012, and 2014 revealed the amounts paid for each service were just under 
the $50,000.00 threshold for RFQs. However, the total amount paid to Vixio Technology each 
yearfor the combined services exceeded $50,000.00 as reflected in the chart below: 
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Invoice Date 
Configuration Model Support 

Amount Paid Description 
01115/2011 $ 

05/07/2011 Maintenance & Support 

It appears the services were split in an effort to circumvent the procurement process that may 
have required an RFP solicitation. Failure to comply with Purchasing regulations resulted in the 
County paying for services that may not have been at a favorable cost. 

Recommendation 

The Department should comply with all Purchasing regulations and ensure payments for goods 
and services are within the Purchasing limits. The DolT should not divide related services that 
can be combined in an effort of what appears to be an attempt to by-pass the threshold limits of 
an RFP solicitation. This will provide assurance that a fair bidding process is available jar all 
qualified vendors. 

DolT Response 

This finding is related to two different SecureFusion products purchased by DolT at different 
times throughout the year via competitive solicitations. The SecureFusion Suite had multiple 
programs that provided different services under the same suite name. Two subject products are: 

a. SecureFusion Asset Discovery - discovers and inventories all networks and network 
assets, including managed and unmanaged devices. 

b. SecureFusion Configuration Management - maintains an inventory of system 
configurations, including technical controls, software, user accounts and system changes. 

DoIT initially secured Configuration Management software from the SecureFusion Suite via a 
competitive Request for Quote (RFQ). Contract period was from February 1 through January 31 
[Appendix 8]. After using this product, DolT learned about Asset Discovery product for 
different services provided by the same manufacturer. Therefore, a subsequent RFQ was bid 
competitively for contract period from June 1 through May 31 [Appendix 9]. 
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DolT did submit two RFQ's for renewal of the use of SecureFusion modules at different points 
throughout the year, but that is because the original solicitation, the secondary solicitation for 
the different set of modules, and the subsequent renewals of the sets of modules OCCUlTed at 
different times of the year. 

This was a competitive RFQ, therefore, it is difficult to ascertain whether services could have 
been procured for more or less than the actual responses and subsequent awards. DolT fully 
intends to continue complying with all Purchasing regulations and guidelines. 

Finding 7 - Potential Vendor Steering/Cost Savings Management 

Fulton County Government should seek to procure required goods and services at the most 
economical price. During our audit, we noted a Request for Quote (RFQ) was issued in an effort 
to solicit support and license services for Asentinel 's Managed Telecom Hosted Service, which is 
a telecom auditing product that was purchased by the County in 2003. According to a 
representative of Asentinel, their company was directed to respond to the solicitation through 
Vixio Technology, who was a Fulton County registered vendor. As a result, Asentinel never 
responded directly to the RFQ but rather partnered with Vixio Technology to respond and 
services were ultimately awarded to Vixio Technology, a Minority/Female Business 
Entrepreneur company (MFBE) and a Valued Added Reseller (VAR). Subsequent solicitations 
have been awarded to Vixio Technology for Asentinel's services and in each instance Vixio 
Technology was the only responder. This action gives the appearance of ven.dor steering. 

As a result of this direction, there was an increase in the cost for service in order to receive the 
Asentinel products and services through Vixio Technology. However, there appears to have been 
no material added value from Vixio Technology for the services they provided. Although there 
was $194,815.00 in payments made to Vixio Technology for Asentinel Software Licenses from 
2011 through 2014, the amounts billed to Vixio Technology by Asentinel Software Licenses 
totaled $184,260.00 for the same time period. Based on figures provided by the Asentinel Chief 
Financial Officer (CFO), Fulton County could have saved $10,555. 00 from 2011 through 2014 if 
Asentinel provided. the services directly for the telecom management software package and 
support. 

Recommen.dation. 

The DolT should work to ensure the best possible cost is obtained when attempting to procure 
goods and services. Fulton County Department Directors should not mandate that suppliers 
utilize an intermediary vendor at an increased cost to Fulton County without receiving an 
additional benefit. The DolT should encourage potential vendors to register with the County in 
an effort to increase vendor responses for required services. Every effort should be made to 
foster an environment open to competitive bidding by direct and indirect service providers to 
guarantee Fulton County is receiving the best possible price for required services. 
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DolT Response 

This finding refers to the RFQ in 2003 for the telecom auditing product, Asentinel. Current 
DolT management cannot respond to what previous CIO mayor may not have said back in 2003. 
This CIO was separated from the County in 2007 and it is DolT's opinion that his direction to 
Asentinel to respond to the solicitation through Vixio Technology was no longer effective. 

DolT has created competitive solicitations for the continued licensing and support of the 
application several times since the original award, and Vixio Technology has been the awarded 
vendor each year. However, the manufacturer, Asentinel, had the opportunity to respond each 
time to the competitive solicitation if they wanted to deal with Fulton County directly. 

DolT will evaluate the Asentinel product as the best solution for Electronic Data Interchange 
(EDI) and inventory repository for telecom switches and phones. We will continue assessment 
and evaluation of all available solutions. 

Audit Concern 1 - Retaliation Complaints 

During our audit investigation, complaints of alleged retaliation were referenced for acts of 
exposing potential breaches in security and/or activity that could place the county at risk. The 
complaints include allegations of removal, reduced and/or transfer of duties and transfer to 
other units within the DolT We interviewed the DolT management regarding the allegations of 
retaliation and requested documentation to include their organizational chart and any 
documented plans for a re-organization. We also inquired about the performance of the 
employees whose job duties were altered. The DolT management indicated changes were made 
due to necessities of talent in different areas and best fit, and were in accordance with the former 
Chief Information Officer's (CIO) plan for re-organization. However, the former CIO indicated 
that these movements/changes were not in alignment with his plans nor was sufficient written 
documentation provided to support the changes. 

Recommen.dation. 

It is our opinion that these allegations warrant further investigation and should be reviewed by 
the appropriate entity within the county equipped to handle retaliation complaints. These 
departments include the County Attorney's Office, an arm of the Personnel Department and/or 
the Office of Equal Employment and Disability Affairs. 

DolT Response 

Department of Information Teclmology Page 17 of 44 



Response to Department ofInformation Technology Audit Report-Phase II 
May 8,2015 

In September 2014 [Appendix 10], the previous CIO initiated and led plans with the DolT 
Senior Management Team for a major restructuring of the Department of Information 
Technology. During this process, all attendees were evaluating the org chart and making 
changes as many scenarios were discussed related to the organization of the department. All of 
the scenarios that were discussed would lead to significant changes in the responsibilities and 
job duties of both managers and staff. Per previous CIO's plan, subject employee would have 
been moved to the Telephony Team, a move that did not align with her experience and expertise 
[Appendix II]. This org chart was last updated on September 29,2014. 

After departure of the previous CIO in October 2014, the information gathered during the 
planning sessions, coupled with careful consideration of the critical business initiatives for 2015, 
was used to recommend the final restructuring plan. The final plan was recommended to the 
Interim CIO and DolT Human Resources on November 4, 2014 by submitting updated 
performance plans and organizational chart [Appendix 12]. Proposed org chmi was last updated 
on November 4,2014. On November 17, 2014, the final plan was approved. Once approved, 
starting November 18, 2014, Senior Management conducted meetings every Tuesday and 
Thursday with the affected managers as a group and individually to discuss the changes. 
Afterwards, new Performance Plans were created by Senior Management and reviewed with 
subject employee on January 27,2015 and March 16,2015. 

The job duties and assigned staff for the manager mentioned in this Concem were changed to 
align critical business initiatives with her recognized skills and strengths so as to ensure both her 
and the department's success. No changes were made to her position title, compensation, or 
work location. These changes were made in accordance with Fulton County policy, as well as 
normal DolT standard operating procedures with a longstanding precedent. 

The subject employee has 110t made any formal complaints or taken further actions. 
Furthermore, the subject employee did not address any concems or provide comments related to 
retaliation during the performance review sessions with her supervisor on January 27, 2015 and 
March 16, 2015. DolT does not tolerate any form of retaliation so it will fully cooperate with 
the appropriate entity within the County to review the case. 

Internal Audit Conclusions 

Our audit revealed the following findings for the DolT: 

• Lack of communication between DolT and user departments,' 
Overbillingfor professional services,' 
Failure to comply with the Enterprise Agreement,' 
Deficient management of the County's technical assets; 

• 
• 
• 
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• Payments for support of expired licensing,' 
Possible circumvention of the procurement process; and 
Potential vendor steering/cost savings management 

• 
• 

One concern was noted pertaining to alleged claims of retaliation, which we recommend further 
investigation be conducted by the appropriate agency. 
It is our opinion that the DolT is in need of a wide variety of improvements in their processes 
and internal controls. The process of change must be implemented in a well-planned, organized 
fashion. The County Manager's Office should utilize all resources at their disposal to design, 
implement and complete a high level assessment and reorganization of the DolT This 
reorganization should include: 

• Implementation of effective policies and procedures for processing and monitoring 
contracts and invoice payments; 

• Effective project management; and 
• A process designed to regularly review the sufficiency 0/ internal controls. 

We would like to express our appreciation to the DolT for their cooperation during this audit 
review. 

Please provide a written response to this audit within 30 days. You may email your written 
response to the County Manager and Brigitte Bailey, Administrative Coordinator III, in the 
Office of Internal Audit at Brigitte.Bailey@fitltoncountyga.gov. We would like to thank 
management and staff for their timely cooperation and assistance during this audit. The 
distribution of this report is reserved for the executive management of Fulton County and the 
Board ofCommissioners. 
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Sample User Testing Casel ~ppendix 1 

CATEGO~~'ITEMP6ATEIPR0'ESS I Buildina I CNEWBLD Commercial New,Buildlnall Fees 
Business Requirement: Building Permit fees should be assessed according to Fee Schedule for Soulh Fulton SSO Section 3. Buildings, Permits, Planning and Zoning Effective December 1,2013 

rest C~seJO T.St~Scen;rriolOHcriDtion EXDKtird'Resut}, Jl:etu:d R,sult jJ'eS1er O:lteTestto 
B14-OO57.o1 Assess Building Permit Fee lor 80,000 sqh Building Valuatlcn: Full valuation calculated per Building V.1lu.1tion: Entered 80,000 (Of ~tiche"e M, 311912014 

warehouse to incfude building and all 3 trade sq It using (S3,C, 1a.28) (BOOOOsq ft ' S20Isq It( = case data item Warehousesl. " BabbyS, .. 
inspections .!.OOQ.OOO_ Calculated as expected . 

Since application includes building and all trade l es uoIO~ B14-OO57.o1A 
inspections 100% of the valuation should be used FEES detauued & calc NOT as expected. 
to calculate permit fee. 4 Individual lee codes lor each trade 

defaulled with the (0110\'.109 incorrect 
Building Permit Fee: (fee table lookup value calculations: 
based on 100% 01 valualion = 1,600,0(0) C25MECHNCL - S200 should be SO 
(S3,C,lb.5 row 6) (5,666+3.5(600)( = .sz.I§§. C25PLUMB • S200 should be SO 

C25ELECTRI- S200 should be SO 
The related Permit fee code is auto-calculated and C25BUILDIN . $200 shoold be SO 
added by delau" under FEES. 

l se u.l~ B14-OO57·01B 
One single Building Permit Fee code 
should default ymh total calculated fee of 
S7,766; Located and 001 had 10 add 
manually CNEWBDFEES • calc as 
expected; Change code name and 
description 10 BLDPMTFEE Building 
Perm" Fee 

B14.o057.02 Assess default Administrative and other Fees Administmtive Processing Fee (S3.A.1) -ill l.,uoIOs# B14-0057·02A MichelieM. 311912014 
for a Commercial New Building Permit None Defaulted (No Admin & other slated Bcbby S. 

Administrative Zone Compliance Review Fee defaulted as expected) 
(S3A2b)=~ 

IssuelOsit B14-0057-02B 
Building Plan Review Fee (S3,C.3) 150% 01 7766) Located and added manually 
=~ BPFIREMREV· did NOT calc as 

expected. 
Fire Marshall Building Review Fee (S3.C.B) 
(80,000 '.03lsq h) = $2 400 Located and added manually 

BPREVWFEE . calc as expected 
Certificate 01 occ, (S3.CA,) 11'1 lee = S_§Q 

No fee code found for Cenitcate of 
Occupancy FI"I Fee $SO 

B14.o057·03 Calculate Total Assessed Fees under FEES Total Fees - Permit Fee + Detautt Administrative Total calculates correctly based on given Michelle M. 311912014 
Fees (7766 + 25+45+3,663+50+2,400) = w.lW! sub-totals but nOl as expected due to BabbyS. 

noted issues. 
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!Appendix 2 Fee Code Configuration Logi 

CPCOM 
lllf>R£S 
LOPCOM 
LOP-SS 
tDP·fP 
!LDP-MINSUB 
tDP·WWM 
LDP-LDRES 
LOp·lOOJH 
lDp.:cGA 
lANOSONSP 
lANDSCINSl 
LDPADMINF 
lOP .. 
lOPMFSS 
LDPMFLS 
Izy<O 
LDP.yAUEE 
AOMPROC:fEE 
AOMZCOMFEE 

CNEWBDfEES 
C2SMEOiNCL 
C2SPlUMB 
~Q5ElECTRl 
'OSBUflD1N 
BPREWIFEE 
BPAREMREV 
8POUPPMT 
BPDEMOUSH 
NDNBPDEMO 
TEMPPOWER 
BPCARDREP 
OUMPSTRPAD 
COMPACTOR 
SMAUfOIIMT 
MEDFORMAT 

lARGEFORMT 
REINSP 
SUMMONTH 
$UlMAR 
lflUGTABC 
PlNSZCOPBW 
I't.NSZCOPCt 
SHPHAHOfEE 
DOCRESrEE 
wooo:eE 
SZONRf,'IFEE 
S6AtfTMPF£.E 
PENPRIOFUN 
SlGNPMTfEE 
ElEPlUHVAC 
OPENRECREQ 
OfARGRUB 
EROSIONRES 
EROOONOTH 
ECVlOLATN 
ElEClO6EST 
E~CRECONN 
POOlSOET 
mCOMfEE 
MNTSEAl 
REVTtNT 
ROAO\lENO 
ROADPFIOD 
5EASUSSUSE 
FTPMTSITE 
ANYI=EE 
F£ENOTFOUN 
fENCEPERMT 
RECON'ltUlll 
~PRDAYF_g 

PROPOSED CONF.JGURAnON CHANGES FOR PROD 

mOunlpdOn 
LDP.Sanit.xySewer 
Con<ep\ Plans (ResJdcntL1l) 
CorI«1pt Plans(Commefclal} 
toP ReYIew ~e (ResSdenlbl) 
~OP RevI~ Fee: (COmrn.ercUil) 
~rysew('r 
Final PlIJt/fP Re-RKOfd!ti8(s) 
Minor SubdivISion' 
land Devf~.·WAte"Ma1n 
land DeY Erosion Cont· R6identiaJ 
~[)eyEtosionConl·Olhcf 
OC!.Irlilg &GrubbinaAdmliihtrative 
~pelm~ 
landscape ImptC'Uori All 
LDP A:dmlnlstn:1ti~ FC!C! 
La/'ld Obturbance P~nnlt Rat F~ 
lDP Mk;Tof']m ~ (~a"dard Slit't't) 
LOP Mkrofilm Fee (If!:tterSbc) 
lOP,A'e Dei)artrrtmt 

Adml"lst~tive> Proceulna Fee 
Zonms Coinpll:lrn:e fee 

lOP 
LOP 
lOP 
LOP 
LOP 
LOP 
LOP 
lOP 
LOP 
LOP 
lOP 
lOP 
LOP 
LOP 
lOP 
LOP 
LOP 
LOP 

F_Code ~ 
(ONC(PTII[S 
CONCEPTCOM 
LDPREVRES 
lDPREVCOM 

Fee DescriptJon 
L9P Sa.ilo'J SCi er 
Concept PI,u'ls Revle'\Y IR~sSdentlal) 
Contept Pl.lns Rc'Jlew (Commc!lci.ll) 
LOP Pian Revle-.·/ see (Resldenll.ll) 
LOP Pbn Review fff(Comm(!fci~l) 

~tecory 
WI' 
lOP 
LDP 
LOP 

fift' Scbtdulf. Rd. 
(Eff.12-01.U) 
S'.D.S.f 
S3D.s.b? 
S3D.S,bl 

Comments 
ht(K.,h· not us.cd? 

HlI400B - Wf'.<6A 
lANDSC1N5P 
lANOSCINSl 

"""""'"'" LOPCARO 

Fi~1 P/OItjfP Rc-Rccord1ns(s) 
Minor S4JbdMilon 

hmf-OCi [0;'0 Co I R Id .tiol 

l..and~pe lnspe<tlon 
Landsc.lpe ln~pectlonAlt -~ L.utd OO$tu.bJ.tI(e Ptt'mit (.I,d Fee 

WI' 

"'" "'" LOP 
lOP 

"'" lOP 

S3.DAOI 
S3.DAb 
S3.0.l 
(5« illP F~ ShC'Cl) 
(5« LOP Fee S~I) 

file! M,uwll Site Ot-volopmtnt FH 
loand OIsturb.\",,~ Permit F~ (per v .,1I,1.1IIon) 
Admrnh1r"li~ Proceislog ree 
Zontnn Compliance Amt! w {Cat. AJ 
Zonine Compli'lIce At'IMv.' (C.1I. B) 
Bu!ldine Pe.m!t Fee 
Bu11d1ne Mtd.~nlul Only ~M: 

Building Plombi"fI Only Fe.. 
Buildl~ Elc-wk OnlyfH 
BuildJncOnly~ 
Building Pbn A~t'\'I F~ 
Fife M,lJ'~1I Building Rl.!'Yi~\Y Fee 
OvpliC.lH:: Bulldinn Pt'tmi1 Fee 
Demolition pc.mlt - Building 
Demolrtlon Pc. mil • Sc!p',at~ From Bldg 
T(!mPO~1)I PO\~r 
Perrnh ~rd Repl~oomC!fl\ 
Oumpl-teJ pold (HNlth ~ Fee) 
(ompilC1or (Htalth Dtpt~) 
?o,ted SOBnl Small Fom,,' 
POS-IIHi Stin~ M~u", Form~\ 

PO'.t.ed Sisn~ u.ge ~om\~1 
Re-lnsp«llon Fe'C! For Any Pcrmit Type 
BulldJns Plan Rt'port Subsulptlon (Mo. A;)1C) 
BuilcfTng PI:m Report Sub.scripllon (Vf. tbce) 
Any and.1I Itllr, Igi o. tab! )i:e Q1YS 
Arry.and.n pbn sJ:e B&w COptM 
Any .. nd .. U pUn $.itC color c<>piC!~ 
SillpplnR Handling Fet' 
Document Acs.e .. rch ~e 
Relurn~ ChKlr: Fee ............... 
S1i" Pennlt F~ (8.anr.errr~POfary) 
~O.IltV Consl·ln~tall Prior Sign peI'm11 
SlgnPCllnl1 Fee 
Elcc.plu. b· "" III 'ct ddcPc ·tFee 
~n RecCMd~ Requ~1 
(.Ieilline & Grubbing 
Er~lon Conllol: RMIden\iltl 
E,oslon Conllol: All Olhe. 
[IO"..ion Conlfollns~don VIOlation 
BuIIcfTrt£ Tr.l& Pl'fmll F" 
{k.w~~~ 
pool Pc.mll F~ lbolS4!-d on SqFIJ 
AdmIristr.tTvt Permit Fe-e 
Sop c·IIB.R T t.R dlde''''_ .;;" 
Sp , 119. R T t R d 'J dl. t ..... ~~ 
~f~~~~ 

5e l<J alB' tJij\hcl9.].1'(21 
Perm111I.'CiSiteFe-c(??) 
Any Amount You Wlln! To Add 
fe<.N01 found 

~onnKt U1ilities IRMidenlioJl) 
Admtr",UI~Ik.'f Pfllnlc Ftot IPer O"Y) 

ht~ft·nolut.ed? 
1llDralt· no1 ut.ed? 
lsIDr.ft· nol uled? 
hlOTalt· not u~? Imlulnc (rom schedu~) 
lstOr.aft· not us.e-d? (mlsung hom ~chedu~) 
N01 n~· Use AOMZONltKi8 S3.A.2b 

LDrtlREOfV 
lDPMTFEE 

COmmcrdaJ Building Permit R!es Comme.rlcal BlOPMTfEE 
~rdal 6ul1ding Mechanlc .. J Only F~ (Ommt"lk;.1I Bl025MECH 

Administnnl ADMPROCFEE 
Admlnlstr.1t1 AOMlONINGI, 

ADIv1l0NINGB 

Comme:rciilBuildins Plumbins: On..,. Fees 
Commt'ICi,1 Bulldlna EIt<tlkOnIy ~ 
Commefd.:lIBu1lding BUlldi(ll Only Fees 
Buildlne Pbn Revle'w F~ 
Are MatShaU BuIlding AMeY.- Ft'e 
DupUQtl' Bujkf1nc Pennlt Fft 
DtmoIitlon~Pennit ~ BuBellrig 
Demolition Permit· ~t(': From BklS 
Tempor,frv POwer 
Pmnlt Card R~c~~t 
Dumpster P .... d (H(';llth ~t Fe-e) 
~c::tor(Hf9lth~tFee) 
Small F:onnat Sfans (Const Nob.e, Et~l 
~um ~rmal SIsM (TrcaS.1Yc&c:) 

Large ~t SiSIlS IA~zOOlne. V.Qlbnce) 
Re-lnspect.l9n Fee FOf MY Permit T YP.e' 
Subsafptioo Motilh1y~ BP Report 
Subscription Y"arty. BP Report 
Arty.JM all leltr.Igi Of totbl sill!' cPys 
Allyand.llpl;)nshl' B&Wc~ 
My and all Pli9 SIll' cow copies 
.shlPPinc H.lndBtlB Fft 
Document Rf!SC!"'~ fe.e 
Aetuinc!-dCh...a:Fee 
SI81'_ ....... , .. 
&nner, or l('m~rv Slans 
Penalty COn$1·!nst .... n Prior Sls:n Pemtlt 
~hfmh.f~ 
EItc'. ~mbl"g. HVACTntlk!Permit ~ 
OPt" RecMh Request 
dl';arlng&Grubblng 
ErosSol\ Control: R~~nUaT 
&Won~AJlother 
Erlsion Coi\lrollnspe<.Uon V50btlon 
Eltctrlcal Tl'Olcko: Permit (Valuation) ~ T~de 
EWttk:a1 Reconnection Fee 

COiriinerical BLD25PlUM 
~.lf6lD25ElEC 
CommetlC.l1 8LD2SBU1LD 
Bultd1na lILDMANREV 
BuUdil'lB BLOHRERE\I 
SuUdln. BlODUPLPMT 
BuUdin; SPOEMOllSH 
BuUdlna NDN8PDEMO 
BuDding TEMPPO\\'ER 
BuUdlnn PM1CAADREp 
SundinS OUMPSTRPt'I,O 

COMPAcrOR 
SUdd1n8 POSTSlGt&\ 
BuUdln& POSTSfGNMO 

BUilding 
BuiSdInn .. """'" Budd"", 
BuDding 

""'d",. 
Buikrltlg 
BuUclln& 
Building 
EklUding 
S~M 
SJon< 

"'""' STons 
r ..... 

POSTSlGNLG 
REINSP 
SUBMOtfTH 
SUBYE,AA 
COPYNnSl 
COPVplANBW 
COPVPLANCL 
~IPHAND 
OOCRESEAAC 
RETCHKFEE 

~""" SSANNERTMp 
StGNPENAlT 
SJGNPMTFEE ~ 
OPENRECREQ 
ClEARGRUB 
EROSIONRES 
EROSIONOTH 
ECYlDLATN 
TRAOEPMT ..... """'" 

(mb:.slnR Ircm sch~uIe; see lDP"'aluation chlrl. 

Add· MiuJnC f.om cUlient conng. 

u~ ADMION1NGA 

?? Same- a~ OOCRE.SEAAC Docu~nt A~eiJf(h 

???CE 
Pel' Contractor St:lled JobCo~t (V.l!wtion l,}~J 
bIDr .. ft· not ust'd? US~ RECONN\JTll 

?? Not 1H.·eded. USol' AOMPMTFLAT & ADMPERDAY 
?? NDt ne«fed. u~ AOMPMTHAT & ADMPEROAY 
?? Not "ftded. u~ AOMPM1HAT & ADMPERDAY 
?? Not needed. u:;.(' AOMPM1HAT 
?? Not ~ed. u~ AOMPMTFLAT 
II 

Pool Perrnl1 cost (bas«Ion Sqfl) POOlPMlFfE 
Adlrin~ltf.OodTrudcZon.Comp.fft Admin ,\OPMfrLAl 
sp«laIIO, At'Y Tem. AOoldslde Vend1ne Admlnhtri'U ~ 
Sped.QIIO, Rev Tmt, Ro.1ds1de Vendi", Admln~ratJ flEViafi- 
Spedal 10, Aev T~t. RO<ldsJdeo VenCtlna Admln!stratT ~ 
A~ Ptrouce SUrid'19.3,ll Admlnstllllk~ 
se:~1 &Siness ~ 19.3,11 (2) Admlnitrath~ 
Permlttc(jStte Fee. np~,.fTSITE 
Any~ You WanrToAdd ArfyArnountANYFEE 
Fee NOl Found "ot Found FEENOTFOUN 
Fence P~mlu Building FENCE.PMT 
R~lI('Ct Utif'Jtkos (R6I.Qoo COmm) BUilding AECONNum 
Per:B~Y ~(~~n permit If appll..a.bIt) Ac!mln AOPEROAY 

fileOuc.iption 
Ctrrifkatt of OcCUp..tIlCY' Rn.! 
Ct'n1lk.ate of Occup.lncy. Temporary 
GIS Monumenl 

lOP 
lOP 
AdmlnF(>(! 
fufminFee 
AdmillFefl 
Bulldinc 
BuHdina 
Bulldins 
BuHdlna 
Bundi"ll 
BtrildinS 
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BuilcfiTlt 
Bulldltl£ 
BuUd1n& 
BuUdlng 
Build!", 
LOP 
lOP 
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Building 

(5« LOP Fee Sh«I) 
S3.A.1 
S3.A.::!a 
S3.A2b 
S3.C.J.b.5 
S3.C.J.b,2 
S3.C.I.b.3 
S3,CJ.b.4 
S3.CJ.b 1 
S3C.3 
Sl.C.S 
S3.CJO 
S3.C.5 
S_;C.6 
5l.CII 
S3 F.6 
53.D.l 
$.3.0.2 
S3.F.7~ 
S3.F.7b 

Comments Fee Coda 
COOftNAl 
COOT'EMP 
lOPGISMONU 

Department of InfoTI11ation Technology 

Building 
BuIlding 
Buildlng 
SulldinS 
BulJdina 
BulldinB 
Building 
Bulldins 
Buildin£ 
BulldinB ..... 
Slans 
Slgm ~.'" ....... 

S3.F.7c 
S3.F.S 
Sl.f.9 
S3.F!) 
S3.H,1 
Sl.H2 
S3.H..2 
S3.H.5 
53.H3 
Sl.H.4 

$3.11 
53,1.2 
53.D.b 
S3.C.2 

LOP 
lOP 
lOP 

53.D.1 
$3.0.·;';1 
S3.0A.b 
??"! 

Ttolde $j.C2 ...... 
Pool S3.C.l.:d9 
Adml"ltlfllth 53.8.1 
~Sl.B.1 &S3.B.1 
A&rninblretn 53,8.1 & 53.B.2 
;...If~M:CI~ S3.8J & Sl.B.2 
"~fi)I"S3B,1 
~'I"Cti\S3.B.l 

m 
Any Amount f« 
NOIHNnd 
Bulldin& Sl.C.7 
Buildl"fl S3_C.9 
A.dmJn~IDth S3.8.2 

FHS<'btdulf'Rtf. 
t.iltqory (Efr. 11...(11.13) 

Buildin, SlC 4:0. 
BuildiT\8 53.CAb 
LOP S3_D.6 
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IAppendix 3 Configuration Logi 

fot'ftI4..,"",:'~I'~'';;''AAun.~'"'' COft'liGUMl1Oic 
CNI'lt._au .... JlCASltoCUAnP(UolIf ...u..tCtUAn:PUMnlO~~s..p.",", 

~ __ booppot'IP!!C"""'I'rtod_ 

u..rCDft~ __ trlJl&fl1 
,_arr-',_·CM!cw.o..· __ Uocn,oIaQ 

lot"Of(O"tIoC.CNI!top'.I .. d~~ttpotlh_ro_='_ ... C:O,dIGt/MTlCN 
CIUft(.I'O_ .... OOM lei '_II.I.ODH (J' , .. 'PJ,lR~ 

VCU~I_..._.crlll&h1 
,_CCY-'~_-.·CO"'CwOl".. ... _~~'A>P 

rOfhool",",c.dYtDp~<06."'_alOu> PlD t", ,...-.Ittc-~ , uo.r""'~ __ ,,","~1 

""Of..-m_-~""l_LII("',tIOO 
I~ 

UMtCOolI>(v. __ Ol1ll1U 

'_(lfo'OO't"fflMI'~~lt_LOC"«>O 
)«!tt>U"",u·'aS..ol'ft>'O",,",:<'(In<>4ltO 1uYo1W' ....... I·u9t.1~"'lX1J.$ 
_~."~.....:lOe."1 

W«CM~ __ OIIIUlI 

'_OI:.-u--.-tIIoII'c-or..'_LII(ol.ooo 

J«.wll'_ ... 'C/tIloQ~:"' ... o6dr'I>I_ ..... ~ 
qM<MCI_,...o.s.}IM.H"~'""'~"""'~""'P 
'.w: _ _..'n ...... "'.-.t!ooor •• nc-""""'tot CON'CiUU1'1OH 
~.,., ..... _,.,~ ... lUtil(Jlr..;l$_mo- 

.._QIft~ __ O\lUIJI 

_t..-I-..b·~~~~.,oIDO s....,_ec,-.'~.~_Ia: 
.. J.-.c>"fOt..:-tl"'''T~J 

UI.tt~ __ OIJIIJ1I 

'_~I"""'·CM'cw-o.niotwlAC".a>o 
AulrnoodT.tDH!~1oa:"'''MbuMrI ... u_ 
fO'~to.'>dIoorloDo:"'",W""'u~ 

Ilt· .... l,ctW*c-.-W •• IIN1'"'t.M .. ~ 
UlMI1'_00I_f~. 

Vp:I.rt.OIoTnaff:Ito-...OotIuCl ... U>.OI_ ..... ~ 

"IlcMCHfIOflO"1.CoI'IIOUodw-_.,to.tr'I'I0t~'"ff'O 
CIHI.' e e, ~ e , IC'O 

U<e>~.,_...._..OIJII.Il. 
!'-OI_'_'·~rI._·_I.Or"'OIO 

...... Cb<lfC"'.~~'1I1&1l. 
,_Clf'_"_·(,M!'__"··_UCoJOOO . ,_, ...... ~ __ (QJU/l. • 

_a..-,_.c.o!"~'__UIf;.'_ fOllI'AOOClIf'oIo&,..-Cu.o.uer-"'-_ 
~ADD~~"""''''''''~JIlM ...... 

1.Ju<~_' ' ... .;.!O~._,·~ ... _._ .. I"'.'.6XI n." •• "~aa)NIuc"'.J.~14n"""'_ 
~,", .......... _ ... ~.It_l::_' 

SIrc __ I~o.t .... ._,.~ ... C.QHJIGUAATIOH 'r_' ~10'YU" 

1AM~_ ......... OllW'U ,_~~.c..t.--~""' .. ,.-. 
UHttM.!p'."""' .......... Oll'&I'. ,.....~.·...-..~"-....h·_I"'1.,""'" 

~CII .. do....o.t.O..,...~f11'llDGVC.(l).L!IIw. 
t,,3'J1iV",,-(C)llOfU,.>4,uv 

....... c-Ipoo_ ........ OIl!Ml1 _~_.~l ....... l"Io1.eoo 
" ..... tooIfC\oof>t>lOl_Cll' ... '. 
_~"....c.·C>:wo!cw>"_,._L&tC'J_OKo 

'e<I'AtlO~to c:. .. o. ... poCIIlp ............... 
(OMIft'IIo'RDlloatDCOl;Hl .. HI'I"' ..... _ ~ .... ,. O\IotIcHlo..l.(t_.(~TK"_(I, 

"'"'"car.tIcw_ ...... OlIUi1 .. ,_art-b,........·r...r ... or-._I"".J.eoo POoIIADOH.~O:I."oQ,_fot ... ""'_,_~ -- l~omt'l.)OidII'IT··r,",) 
"'_CII~ tltM.,e.umj 
0.0.1_1 
"u_~l 

)/IOf.'OI4a.OSlD 

VM<~_" OU,..,. 
'_CW"_J'''_I·too'I'!~I_IOC'''_ 

~A"CIf"_",,:nrvrvAl.VE~o .. l'O\_ 
~r..",,,"""""~M'''' •• GU'IoI".'I'Pf.' 

~(_'o:o'''to-rQtul:l1J'tllV"..UfOl''aru 
__ ~rw~OlU~IP\ldle<I,",Oft 

~111~(lJOKtrbIf«w-!."~IJI 
~I·llol.a-bl' 

_(&e~_I11/1"'. '_CJr;pW\J_,.c.l~_tq..,~ 

1".' .. t.o •• ooUtl_.l'5Iru ... "..Uf.v. ... __ oSOIn'_Ib OUU11OU 

.1<J1.1 ........... cllNU\Ia_IO;.,slc.a:._O~ ""-"11 ""10,,,,,,, 
...... ~ __ wun. 
r_f.,....;d~Pfl .... c-."'"'_._u:-~,~ 

1_1'IIIIOOc-f\c.. c. .. 0. ... ~ "... 

CHE'o'o'1Of'(u".LOf"ru.....,.~.~ ~'''1. 
"_~""""'Cl,/l&f], ,_c.~_.c.tc-r_ ....... tq~ 
",""C-'cw._'_'OVl&f]' 
r_cw,...,.u--.....~If'IOT __ t ....... I"C.JOOg 

o..a.~u~ ••• lOI\....,..,.CUQI_O' 'ffU... 
'.ut_O'tINUl,...Cookl._O' ~.pp u.,..,*'_ 
C-...lcIoHto,.._"toDnn(.doNlI'f ~ 

HOllp;c."...-Mrr_ • ...",Of'_Ov.'W1JI rnopon't 
o...... ..... t<OQ_'.'_~ T.:<G1SOnI.\ot_ 
ctIJ.A_o.".m .. l a_ __ 
h.GG' '" A.IJ.o.d(l"""'c'oIJ;_O'o'.'7dI!lr __ 

"-"to II. 
.._~_otJJM' 
,...orr-u,...__,·c.tcv_ac...;...L.&!C~ (tIoIl-[I~[dc"~r_"'~indM:I.SUI. 

OaftI.o_Ho. __ "","",!S .. .,,.~tldll 

{li4tll.""'U)O«1lkOflloHlc-..aot-I .... _." .... II'oo QUfll10H 
l ...... 'N1t·blM .. ,.oocI .. _.H"""_~.-~ 

II'Otc.ooo:cw' __ Oan&l14 

,_crr..-u_.·c..fCW_Onw."'C"'OXO 

b.cw;mNoo" ..... 5uI..lItUa:loo>.~ld.( ...... rp(. 
lMlrMullteftl4o_aulcJI.Comna:ort>nNd~W' 

....~~_O~. 
,_arv-"·,...._.·r..tIcv_J"""'I"C..,_ 

'«~.r.ool ... , •• .,.f_I"_AW~I(I,_ COH'04UIUoT'lOH ....... UIo1'~\IOoIO'_""CJJI"'I~ 
,~eor.-o''_'I.(Od''I'l;_O_lor.J.OOCo 

, ... PIIOOCDIOIIrL·_'_C-CHtWIO!'lUUlIolDfW v...~ __ DtI1.nA 
,_~ ........ ClWcw_&M..I"C"""" 

,_Ot--" M.-.· """ ...... _ •• _ ........ "_CIDCI 

""-c.tcw .... _=ntll. '_~""""QInI'c-. __ I"C"'__ 

,,_1\M.t4,_~ ..... t«......:l.I(_"_"'v.w. 
r .. ,:..w.c.~~"""'it0du60two""""" 
1 .... ~~l.A..:'O'_:1I 

u.or~_t1/lU1' ,_arv-tI""""" ·c.lC-WW-''_'''UIf'''.6:IOt 

~"'-"I..r:_'.,"-""'A.."' ..... Iot ... nr~'" CON1IGWATlOH 
''''_~'I_'PrJW~fC''lc 

~ ~~~~~.~~~~~~- __ ·-c~~row~~~··=m~.----~~~-------_='~~~7 __ ~.~m~m.--------~~~~~-------------=~--------- 
"'WUI"",U/OiIb'icl.Ad6I_1MmlUl~_UIfII __ • _~,__..(Mtt_ ... """-_I.II("'«IO 
.pouoIM.o..LouUMNu"~ 

- 
l-DI',o-..""._efc.u.D1 •• ~U1G~:I:1 

''''''''' l-I«t.lt>otlWki'_~'~UOH""I.I"""""'''''lC'' 
.- •• C5CIu •• _1IlotioIeo. 

UM1~' , ..... u_·foet-.·(aofCW_ .......... Ulf>1C1OC.> 

fOt~l!loMb ... Or.af4llb ~\1l~a::wnGI.I&I.T1OH 
Co.wIa.~Ic-~_ _tfloonon ..... , 
1:I'_f'llIoIdftMol..rro;ctMrUC:' 

1&(f0001leoO'._ ..... 01/f1/JC 
_crr..rb_'.<ooIcw-_L&tCd.""", 

IMOCMfICw __ omtll. 

'_OI:"_'_'_·eOI'I!C"""'_'_I4~'_.so.:. 

1I>ooI;~_01Jl:ln • 
.... c.r-u",.._.·(lQOOOfcw .... ·-UOCV).JlbO 
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